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Abstract-Delay tolerant networks are characterized by high
end-to-end latency, frequent disconnection, and opportunistic
communication over unreliable wireless links. The design and
validate a dynamic trust management protocol for secure
routing optimization in DTN environments in the presence of
well-behaved, selfish and malicious nodes. A novel model-
based methodology based on Stochastic Petri Net techniques
for the analysis of my trust protocol and validate it via
extensive simulation. A comparative analysis of my proposed
routing protocol against existing trust-based and non-trust
based protocols. The trust-based routing protocol can
effectively trade off message overhead and message delay for
a significant gain in delivery ratio. Approaches the ideal
performance of epidemic routing in delivery ratio and
message delay without incurring high message or protocol
maintenance overhead. The result deals with malicious nodes
and trust related attack in DTN.
Keywords-Delay  tolerant  networks, trust
management, stochastic Petri Net
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1. INTRODUCTION

Delay Tolerant Networks are relatively new class of
networks wherein sparseness and delay are particularly high.
In conventional Mobile Ad-hoc Networks [15], the existence
of end-to-end paths via contemporaneous links is assumed in
spite of node mobility. DTNs are characterized by intermittent
contacts between nodes. DTNs links on an end-to-end path do
not exist contemporaneously, and hence, intermediate nodes
may need to store, carry, and wait for opportunities to transfer
data packets towards their destinations. Therefore, DTNs are
characterized by large end-to-end latency, opportunistic
communication over intermittent links, error-prone links, and
the lack of end-to-end path from a source to its destination. it
can be argued that MANETS [11] are a special class of DTNSs.
Wireless Delay Tolerant Network is a new Networks class
which is characterized by a long message delay and lack of a
fully connected path between the source and the target nodes.
As a result, the use of mobile nodes acting as a buffer between
the one to other end and behave as a store and forward
approach. The message moves to a new node when it appears
in the range, similarly the messages reach their destinations.
The message sending is an opportunistic procedure because
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the messages are sent in an opportunistic way. Because of its
characteristics wide range of useful applications have been
developed for DTNs and enable a new class of networking
applications in the wireless network interface which increases
popularity of mobile devices. DTNs relay carriers sharing
which is the essential requirement, but this cannot be
guarantee because selfish nodes can avoid participating for
other messages. On other hand malicious node creates the
black hole which carries out attacks by deliberately dropping
messages. Overcome these attacks is a real challenge due to
the connectivity and distributed nature of DTNs. DTN are
resource constrained in nature to save its own resources and
nodes may develop selfish behaviours. In which its drop the
packet of other nodes to maximize its own credit or benefits.
Such nodes increase the message drop probability and reduce
the message delivery rate. A dynamic trust based approach to
protect network from black hole and selfish attacks.

1. METHODOLOGY
Stochastic Petri Net

The analysis methodology is model-based and hinges
on the use of a Stochastic Petri Net [20] mathematical model
to probabilistically estimate node status over time, given an
anticipated operational profile as input. The SPN outputs
provide ground truth node status and can serve as the basis for
“objective” trust evaluation. To compare “subjective” trust
obtained through protocol execution with “objective” trust
obtained through the SPN outputs to provide a sound
theoretical basis for validating the algorithm design for
dynamic trust management. The underlying semi-Markov
chain[21] has a state representation comprising “places” in
the SPN model. A node’s status is indicated by a 5-component
state representation (Location, Member, Energy, CN,
UNCOOP) with “Location” (an integer) indicating the current
region the node resides, “Member” (a boolean variable)
indicating if the node is a member, “Energy” (an integer)
indicating the current energy level, “CN” (a boolean variable)
indicating if the node is compromised, and “UNCOOP” (a
boolean variable) indicating if the node is cooperative.

Trust composition
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Taking into consideration that communication
devices in future mabile networks may be carried mostly by
human operators, our trust protocol design incorporates both
social trust properties deriving from social network in
addition to the conventional QoS trust properties deriving
from communication networks. Social trust includes honesty,
intimacy, selfishness, between ness centrality, and social
reputation. A mobile network would consist of heterogeneous
mobile devices carried by soldiers, robotic vehicles, or ground
vehicles operated by humans. Therefore, unlike traditional
network research, social trust must be considered between
these mobile agents. Social networks to evaluate the social
trust value of a node in terms of the degree of personal or
social trends, rather than the capability of executing a mission
based on past collaborative interactions. The latter belongs to
QoS trust by which a node is judged if it is capable of
completing an assigned mission as evaluated by
communication networks.More specifically, QoS trust
represents competence, dependability, reliability, successful
experiences, and reputation or positive recommendations on
task performance forwarded from direct or indirect
interactions with others. The term QoS trust [10] to refer to
trust evaluation in terms of task performance capability. To
design dynamic trust management to allow a variety of social
and QoS trust metrics to be explored and tested for their
effectiveness.

Trust aggregation

Both direct observations and indirect
recommendations to update trust. Separation of concerns for
each social trust or Qos trust property selected.  trust
aggregation protocol for aggregating trust information of a
trustee may use a distinct set of parameter settings for each
trust property taking into account intrinsic properties of each
trust property, so the “subjective” trust evaluation of the
trustee node for that trust property is accurate.

Trust formation

Investigate and identify the best way to form the
overall trust out of the selected social trust [10] and Qos trust
properties in order to maximize application performance.
Further, investigate a new design concept of application level
trust optimization allowing an application to optimize the use
of trust to classify nodes also for maximizing application
performance.

Trust management

Network environment changes dynamically using
trust value of each node. Without loss of generality, we
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consider environment changes in terms of increasing selfish
and malicious nodes over time as modeled by the dashed line
entities in the SPN model dynamically changing network
conditions to minimize trust bias and to maximize DTN
routing performance. Specifically, at runtime, each node
senses hostility changes using its trust evaluation results.

Application-level trust optimization

The design concept of application-level trust
optimization allowing an application to optimize the use of
trust to classify nodes to maximize application performance.
There are three applications built on top of dynamic trust
management to demonstrate the validity of the design. (1) For
the misbehaving node detection application, an optimal
application-level drop-dead trust threshold, which a node is
considered as misbehaving. By means of runtime trust
evaluation, the dynamic trust management is made adaptive by
adjusting the drop-dead trust threshold in response to changing
environment conditions to minimize the false positive and
false negative probabilities. (2) For the survivability
management application, The best minimum trust level
required for successful mission completion and the drop dead
trust level to maximize the system reliability of mission
execution with dynamic team membership. (3) For the secure
routing application, the dynamically control a forwarding node
trust threshold (FTT) and a recommender trust threshold
(RTT) to classify nodes to optimize application requirements
such as message delivery ratio and message delay.

111. SYSTEM ARCHITECTURE

Delay tolerant network environment with no
centralized trusted authority. Nodes communicate through
multiple hops. When a node encounters another node, they
exchange encounter histories certified by encounter tickets so
as to prevent black hole attacks to delay tolerant network
routing. Differentiate socially selfish nodes from malicious
nodes. A selfish node acts for its own interests including
interests to its friends, groups, or communities. So it may drop
packets arbitrarily just to save energy but it may decide to
forward a packet if it has good social ties with the source,
current carrier or destination node. A friendship matrix to
represent the social ties among nodes. Each node keeps a
friend list in its local storage. A similar concept to the
friendship relationship is proposed in, where familiar strangers
are identified based on collocation information in urban
transport environments for media sharing. Work is different
from in that rather than by frequent collocation instances,
friendship is established by the existence of common friends.
Energy spent for maintaining friend lists and executing
matching operations is negligible because energy spent for
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computation is very small compared with that for DTN
communication and matching operations are performed only
when there is a change to the friend lists. When a node
becomes selfish, it will only forward messages when it is a
friend of the source, current carrier, or the destination node,
while a well-behaved node performs altruistically regardless
of the social ties. A malicious node aims to break the basic
DTN routing functionality.

Node A, Direct trust
Node Band C,
indirect trust Node B

Node B, Direct trust
Node Aand C,

indirect trust Node A

Node C, Direct trust
Node A and B, indirect
trust Node C

1IV. EXPRIMENTAL RESULTS AND ANALYSIS

The numerical results generated from the SPN model.
The trust evaluation results have two parts. The first part is
about the convergence and accuracy of trust aggregation for
individual trust properties. The second part is about
maximizing application performance through trust formation
and application-level trust optimization. ldentifying the best
way to form the overall trust out of QoS and social trust
properties and the best way to set application-level trust
parameters such that the application performance (i.e., secure
routing) is maximized.
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Figure 1:Overall Trust Evaluation
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The node’s overall trust values obtained from subjective trust
evaluation vs. objective trust evaluation, also as a function of
time. The subjective trust evaluation curve is reasonably close
to the objective trust evaluation curve, but again there is a
cutoff point after which the trust value is overestimated
compared to objective trust. Initially, subjective trust
evaluation undershoots due to lack of observations. At the
later stage, nodes might be compromised and consume much
resources. Therefore, subjective trust evaluation could
overshoot compared to objective trust.
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Figure 2:Performance comparison

The message delivery ratio, delay, and overhead
generated by trust protocol against Bayesian trust-based,
PROPHET, and epidemic routing protocols. The results
demonstrate trust-based secure routing protocol designed to
maximize delivery ratio can effectively trade off message
overhead for a significant gain in delivery ratio. In particular,
protocol and Bayesian trust-based routing have less
performance degradation in message delivery ratio than
PROPHET when the percentage of malicious nodes increases.
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The reason is that using trust to select the next message carrier
can avoid messages being forwarded to malicious nodes and
then being dropped. Trust based routing protocol outperforms
Bayesian trust-based routing and PROPHET in delivery ratio
as it applies the best trust formation out of social and QoS
trust properties. Moreover, trust-based routing protocol also
outperforms Bayesian trust-based and PROPHET in message
delay except when there is a very high percent of malicious
nodes (e.g., 40- 45 percent of malicious nodes) in the system.
The reason is that when there is a high percent of malicious
nodes, protocol tends to use a higher weight for healthiness
and consequently a lower weight for connectivity, thus
causing a higher message delay. Here note that there is a
tradeoff between message delivery ratio and message delay.
When the percentage of malicious nodes in the network
increases, a message originally successfully delivered with a
longer message delay is more likely to be dropped; hence, this
dropped message would not be counted in calculating message
delay. This certainly does not mean should have more
malicious nodes in the network since the message delivery
ratio will decrease. The similar observations appear in
investigating the performance of both message delivery ratio
and message delay in DTN routing. Lastly, the message
overhead of our trust-based routing protocol is significantly
lower than epidemic routing. Trust-based protocol approaches
the ideal performance of epidemic routing in delivery ratio and
message delay without incurring high message overhead.

V. CONCLUTION AND FUTURE ENCHANCEMENT

The design and validate a trust management protocol
for DTNs and applied it to secure routing to demonstrate its
utility. Trust management protocol combines QoS trust with
social trust to obtain a composite trust metric. Given an
operational profile describing the network environment and
node behaviors as input, the best trust setting for trust
aggregation to be identified so that subjective trust is closest to
objective trust for each individual trust property for
minimizing trust bias. Design also allows the best trust
formation and application level trust setting, to be identified to
maximize application performance. A comparative analysis of
trust based secure routing running on top of our trust
management protocol with existing trust-based and non-trust
based routing protocols in DTNs. Plan to explore other trust-
based DTN applications with which we could further
demonstrate the utility of our dynamic trust management
protocol design. plan to implement our proposed dynamic trust
management protocol on top of a real DTN architecture to
further validate the protocol design, as well as to quantify the
protocol overhead. In future work is plan to explore other
trust-based DTN applications with which further demonstrate
the utility of our dynamic trust management protocol design.
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Also plan to implement proposed dynamic trust management
protocol on top of a real DTN architecture to further validate
the protocol design, as well as to quantify the protocol
overhead.
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