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Abstract- Fraud ranking in the smart phone app means 
fraudulent or manual boosting of app ranking make it more 
popular. The app developers and the app owner’s fraud way 
to bring up the ranking in mobile store list. This can include 
dedicated agencies for boosting the ranking or with the help of 
social network. This means that the mobile user who wishes to 
download app for specific life more difficult as due to wrong 
ratings. The user is misguided and he/she ends up app which 
actually is not very helpful but yet had a good ranking in app 
store. This makes user waste his/her time as well as his/her 
data bandwidth. These also make wrong impression in users 
mind for that particular apps category which is due to fraud 
mobile ranking. Considering this a proposed system will 
process and predict the fraudulent nature of reviews for 
specific app and present user with truer app ratings and 
rankings. 
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I. INTRODUCTION 

 
Increasing use of smart phones has increase the 

number of mobile applications. There is smart phone based 
application for e-commerce, food ordering, mobile games, 
health and safety, entertainment etc. There is large number of 
applications for each and every category. So with wide range 
of apps each and every app is given a rank on the mobile app 
stores. This rating and ranking are obtained by analysing the 
reviews of users for that specific app. Consider these scenario 
the app developers and app owner’s are in race to increase 
their apps ranking in app store. To achieve this they often use 
fraudulent way such as boosting their ranking by bulk reviews. 
They also use hiring agencies which manually boost their app 
ratings. Even social network can be used to accomplish this. 
This all is done to increase the popularity of the app. Consider 
this scenario a large group of friends download and reviews a 
specific app and increase its popularity. 

 
  People also achieve by asking their employees for to 
rate and boost the ranking of that particular app. All this is 
good from marketing point of view but this does not help the 
app downloader who sees the ranking of app and then 
downloads it. He/She gets wrong information and he is 
misguided totally and ends up with either downloading a not 

so satisfying app whereas other apps were actually more 
helpful. This is also wrong from the point of view that few 
organizations are big and they can invest more in the 
marketing of their apps will end up with high ranking for their 
app in play store. On the contrary a small organization that 
actually had developed a very good app which is actually 
more useful for users ends up with low ranking. So the 
proposed system aims to detect these fraud rankings in mobile 
apps and present user with truer picture. The system would use 
text mining algorithms to evaluate the opinion level of a 
particular review. It would initially detect reviews fraudulent 
level and according to it would rank the app. It would also 
implement ways by which a sudden increase in rating and 
sudden boosting of app ranking can be detected. 

 
II. PROPOSED SYSTEM 

 
1. System Architecture 

 
Figure 1 System Architecture 

Considering the problems user face due to mobile 
app fraud reviews the proposed system aims to minimize the 
fraud review rating. The proposed system is a client server 
architecture where user will search for review and rating of 
specific mobile app from his smart phone and server will 
process and return the appropriate ratings and review of the 
application requested by user. User application will be an 
android application. The server will make sure that all the 
fraudulent reviews are analysed and user is provided with truer 
results. All the reviews related to a specific application will be 
stored in a centralized database along with reviewer 
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information such as names, organization etc. The user can also 
review and rate any application from his android mobile 
application. The system will also make sure that only one 
review arrives from any mobile for that system will track users 
ID. The server will perform a systematic check on the reviews 
to find review fraud it would include the following: 

 
1) Checking the reviewer in the list of developers other 

similar application. If the reviewer is common in 
most of the application of the developer whose 
application is under processing the reviewer reviews 
will be given a less weightage. 

2) Checking for sudden rise in positive reviews for a 
particular application: Mostly when developers or 
owners use fraudulent means to boost their app rating 
it is found that the reviews arrive in a very short 
frame. Server will also process and find such pattern 
and these reviews will be considered as fraudulent 

3) Checking for common terms in reviews: Mostly 
when developers or owners boost their rating it is 
found that reviews contains common terms as the 
reviews are more likely from common source. If this 
is the case these reviews will also be given less 
weightage. 

4) Checking for duplicate reviews: Many times to boost 
the rating duplicate reviews are been posted. These 
reviews will be found out and filtered. 
 
Finally once it’s made sure that all the reviews under 

consideration are been given right weightage according to 
their trueness polarity of the reviews is found out by 
comparing the reviews with positive and negative words 
corpus and the results are returned to user. 
 
2. Algorithm Used 

 
1) Term Frequency: Term frequency is a weighting scheme 

that refers to the assignment of weight to each term in the 
document that depends on the number of occurrences of 
the term in that review.  The term frequency is denoted as 
({tf}_{t,d}) with the subscripts denoting the term(t) and 
document(d),based on the weight of term(t) in 
document(d). Equation for Term Frequency (tf) is given 
as: Wt=ct log (N/ft) Where Wt is the weight of term ft is 
the number of times the term in the mail, ct is number of 
times the term in the passage, N is the total number of 
terms in the review. 

 
2) Inverse Document Frequency: The inverse document 

frequency is a measure of how much information the 
word provides, that is, whether the term is common or 
rare across all documents. It is the logarithmically scaled 

inverse fraction of the documents that contain the word, 
obtained by dividing the total number of documents by 
the number of documents containing the term, and then 
taking the logarithm of that quotient. 

 
Idf (t, d) =log (N/ total number of documents where 

the term t appears)  
N=Total number of documents in corpus. 

 
3) Cosine Similarity: - Cosine Similarity falls under the 

category of distance measures. They are used to find how 
similarly two documents are from each other. Proposed 
system will use distance measures to find similar 
comments. The input to this equation is the tf/idf score of 
each comment. The output of this equation is an error 
value which denotes how distinct these comments are 
from each other. 

4) Porter Stemmer: - Porter stemmer is a standard algorithm 
which is used to find root word of a given input word. 
The stemmer algorithm removes the tense from the word 
and makes it a normal word. Stemming the word 
increases the similarity evaluation accuracy. The 
proposed system uses this algorithm in the pre-processing 
phase. 

 
III. IMPLEMENTATION 

 
The system is client server architecture. System uses 

servlets technology to communicate between client and the 
server. The system includes following major modules: 
 

1. Admin Module: This module is been implemented in 
java using Net beans editor.  It is a desktop 
application. The admin can manage the filtering rules 
and manage stop words dataset from this module. 
The software is protected with password and 
username which is only provided to the legitimate 
user. The entire processing part and the filtering rules 
are managed from this end. 

2. Developer Portal: This module is been implemented 
in java using Net beans editor.  This module is for the 
developer who needs to upload their application. The 
developer can register from her and will be provided 
with a username and password. The developer can 
edit his/her profile and upload new application. 

3. Web Server: The server module is responsible for 
maintaining the entire database and perform the 
analysis part. Server has the access to database and it 
manages the entries in the database. This module is 
been developed in java using Net beans editor. The 
server consists of servlets which are called for 



IJSART - Volume 3 Issue 3 –MARCH 2017                                                                                      ISSN [ONLINE]: 2395-1052 
 

Page | 912                                                                                                                                                                     www.ijsart.com 
 

appropriate purpose. The module uses JDBC library 
to connect to database. 

4. Android Application: The application is developed in 
Android Studio editor. This application is used by the 
users to search applications and view the analysis of 
that application. The application gives a network call 
to the server when user searches for any application. 
The user is able to post comments and also rate a 
specific app via this application. 
 

IV. RESULT AND ANALYISIS 
 
1.  Administration 

 
The admin manage the filtering rules and stop words 

dataset from this mode. 
 

 
Figure 2. 

 

 
Figure 3. 

 
When we click on the “Proceed To Login” button 

then open the “Login Window” for Admin. Then admin type 
“Admin ID” & “Password” then click on the “Login” button. 
Then open the next window which is “Main Window 
Form”.In “Main Window” contains the words files like 
“Positive”, ”Negative”, ”Stop Words”, ”Keywords”. In this 
also check the “Polarity Of Comments”. When we click on the 
“Test Polarity Comments”button then the following window 
will be open: 

 
Figure 4. 

 

 
Figure 5. 

 

 
Figure 6. 

 
2. Developer Portal 

 
This module is for the developer who needs to upload 

their application. In this also the “Developer Portal” form in 
which also have the “Proceed To Login” button. When we 
click on this button then open the “Developer Login” window 
in which “Developer ID” and “Password” filed. If the 
developer  already registered then only type his/her id and 
password then click on “Login” button and if the new 
developer then click on the “New Developer? Click To 
Register” button and fill the information about developer and 
click on the “SinUp” button. 
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Figure 7. 

 
When authorized developer click on the “Login’ 

button then open the “Main Window” in which “View Profile” 
and “Manage App” options are provided. In “Manage App” 
Form contains the information about the regarding app.. 

 
3. Android Application 
 

This application is used by the users to search 
applications and view the analysis of that application.The 
application gives a network call to the server when user 
searches for any application. The user is able to post 
comments and also rate a specific app via this application. 

 
Firstly user application is connected to the wireless 

network with server IP address then create account for 
searching various application. After creating account then 
login with “Username” & “Password” after that search the 
application then give the comment & rating about these 
application.  

 
In our application shows the comment in 4 sessions 

which are “Overall Analysis”, “Leading Session Analysis”, 
“After Leading Session Analysis”, “Similar Positive Reviews” 
& “Similar Negative Reviews”.  

 
The important part of our project is that the only one 

user can create his/her account on mobile .This concept is 
managed by “IMEI Number” of mobile which is unique 
identity for every mobile. 

 
Figure 8. 

 
Figure 9. 

 

 
Figure 10. 

 

 
Figure 11. 

 

 
Figure 12. 
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Figure 13. 

 
Our app detect the fraud  with the help of the ledding 

session & after ledding session and display the msessage 
“Fraud Application”. If the app is not fraud  then display the 
meassage “Genuine Application”. 

 

 
Figure 14. 

 

 
Figure 15. 

 
Figure 8. 

 
V. CONCLUSION 

 
Now a days, many of mobile app developers uses 

various fraud techniques to increase popularity of their apps . 
To avoid false popularity of the mobile application, this paper 
proposes a methodology based on data mining concept on user 
reviews and gives truer analysed reviews about app. 
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