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Abstract- The new concept of Big Data and its multiple
reimbursement have being used in the fresh nutrition-based
vegetable production and distribution system in order to
generate a healthy food recommendation to the end user and to
provide different analytics to develop the system efficiency. The
new concept Internet of Things (1oT) is included in the Big Data
approach of the system to use its profit, particularly
automation, to add much more accurate data to the system to
provide to the user a much comfortable experience. The loT
Concept is bridging the real world with its virtual image, where
devices located in different areas could swap information each
other without any type of supervision. But, spite of all the
benefits that 10T could bring to society, the security of the
information as well as privacy must be strongly imposed and
managed in this new environment with unique characteristics.
In this proposed work, we make a particular approach and
security estimation of the use of 10T to provide automatic data
to the system.
Keywords- Big Data, loT,
Environment.
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I. INTRODUCTION

Although there is no a common contract regarding the
IoT definition, we could express it as the effortlessly integration
of internet-based sensors and devices in a broad network area
that cooperate with a much more sophisticated Personal Area
Network, allowing us to recognize, in a much more comfortable
and detail manner, the environment surrounding us and
interchanging information with this environment in an
automatic manner. The impact of the investigate outcome will
be strong from the user point of view, due that the different
potential applications like: health, agriculture, intelligent
services, etc. 10T research is still in its early life but since its
beginnings it represents a challenging explore scenario due to
many issues from the technical area (wireless communications)
to a much more theoretical one about applicable law and ethics.
Different organizations around the world have released efforts
towards the consistency of 10T, Table 1 shows some of them
together with some of its characteristics, some being more
successful than other but in the wide spectrum, there is no
general agreement towards a one single 10T approach [31-34].
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II. PROTECTION IN 10T

As 10T is in its early life, the same happens with the
problem of securing the exchanged information in the wireless
networks that represent the central part concept of 10T. In Table
1 we observed some approaches made by different worldwide
organizations towards the development of a benchmark to be
used under the unique characteristic that represents the wireless
networks in 10T. But consistency could not include securing the
exchanged information. 10T, because of its wireless character,
is extremely susceptible to different attacks, specially leaves
dropping in addition to the physical security issue, due that
some devices could be most of the time unattended after
installation. For the objectives of our project is essential to
make safe the exchanged information in order to ensure users
will not oppose using our system, moreover to accept and use
the automation and constant automatic updates provided by the
0T environment.

I1l. PROPOSED WORK

The fresh nutrition-based vegetable production and
distribution system is a project being developed under the found
of NEDO in Japan, that is the Governmental Organization in
charge of the promotion of addressing energy and global
environmental problems, and the improvement of Japan’s
Industrial competitiveness, through research and development,
not only in Japanese territory but also abroad. [22].

The project is based on the following objectives:
To provide a healthy proposal to the user.
0 To use local vegetables producers food
inventory as reference for the suggestion system
To help local vegetable producers to locate
their products in a more efficient manner
The healthy suggestion provided to the user
will be based on: fresh vegetables or a food prepared using these
vegetables by a local restaurant
0 To deliver the suggestion (fresh vegetables or
meal) to the end user through a local transportation company
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Figure 1. Simplified project information flow
overview

The project uses a Big Data approach in order to
compare the different databases needed to generate the healthy
food suggestion to the end user. The result of the project
represents a new approach towards the creation of a sustainable
system where the main objective is to provide healthy food
(vegetables) or a healthy meal to the user according to a pre-
defined survey the user will fill [1-3].

The system has the following members:

1. The Final User

2. Local Vegetable Producers

3. Restaurants (who use the vegetables from the
local producers)

4, The System itself which main element is the

Big Data store unit and scrutiny capabilities

Figure 1, shows a simplified flowchart in which the
information flow among the members is shown. The blue lines
specify the information the system will receive, like:

1. From the vegetable producer, the system will
receive periodic product availability updates.

2. From the user, the system will receive,
through a web application, the different symptoms the user has.

3. From the restaurants, the system will receive
the existing daily menu based on the vegetables produced
locally

The red lines indicate the information the system will
provide to the different members:

1. To the vegetable producer, the system will
send an order to deliver the vegetables to the user.

www.ijsart.com



1JSART - Volume 3 Issue 2 -FEBRUARY 2017

2. To the restaurants, the system will send an
order to deliver the food based on the vegetables produced
locally.

3. To the user, the system will send first, the
recommendation for the healthy food based on the symptoms
previously introduced, and then the order confirmation The
green line represents the transportation of the product to the
user, whichever is the option requested.

The system functions are:

1. To gathered the following information:
vegetable producer availability, restaurant menu availability,
interact with and store all the information (symptoms) the user
will provide, generate an acute food/meal recommendation.

2. To stored all the transaction information

3. Perform specific Big Data Analysis based on
the data at rest and in movement

4. Through the results interpretation, improve

the accuracy and effectiveness of the system

Using an loT approach the system will become much
more proficient in terms to predict other factors in addition to
the suggestion itself. Figure 2 shows the 10T approach for the
purposes of this scheme based on the information exchanged
figure before mentioned.

Some of the 10T benefits are:

. Tracking of the product (vegetable or meals)

. Automatic record updates

. Automatic menu updates

. Real time data available to the system and
users

. Checking on the vegetable status, for the
system only

We are taking in consideration the most used loT
devices currently available in order to use them into our project,
more devices/network could be included in the future according
the project will require.

IV. SECURITY DEFINITIONS
For the project objectives, a general security loT
approach analyzed in order to provide procedure required for

the proper implementation of the 10T approach in the system.
The definitions are shown in Table 2.
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Table 2. System Security Definitions

From To Security Requirements

Vegetable | System Remote Access User identification

Producer and authentication Device
identification and authentication

System Vegetable | Remote Access Device

producer identification and authentication

Restaurant | System Remote Access User identification
and authentication Device
identification and authentication

System Restaurant | Remote Access Device
identification and authentication

User System Remote Access User identification
and authentication

System User Communication integrity

As we could monitor most of the system needs to be
legitimate in order to provide a reliable information exchange.
Using current technologies these requirements could be
attainable but further analysis and research is required in the
area of 10T security.

V. THREATS AGAINST IOT

For the specific purposes we focus on the security
analysis on two main aspects: authentication and data integrity.
Authentication and data integrity are two of the major problems
related to I0T. Authentication is difficult in 10T due to its
transportation requirements and servers that perform the
authentication process through the information exchange with
other nodes. Inan loT environment this could result not sensible
due to that RFID tags cannot exchange too many messages with
the authentication servers because their issues related to energy
management and messages standardization, this issue applies as
well to sensor networks. vigour issues are one of the most
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complicated to overcome in RFID networks as well as sensor
networks, due that there are sprinkled over a wide area and
sometimes unmonitored, energy management is a key factor in
order to ensure a long device life as well as usability. In the
same way, some authentication protocols could not be used due
to their lack of standardization. In this circumstance, several
approaches were developed for sensor networks. In these cases
gateways that are part of the sensor networks are essential to
provide connection to the Internet. In the 10T scenario sensor
nodes must be seen as nodes in the Internet, therefore
authentication is required in order to separate them from sensors
in the same area but not belonging to the same network. In the
case of RFID several approaches were presented, but most of
them have serious issues, some of them mentioned in [30]. The
“Man in the middle” attack is considered one of the major
threats against wireless networks as well to 10T networks. Data
integrity solutions should guarantee that the data in deal cannot
be modified and the system must be able to detect this situation.
Data integrity as an issue has been extensively studied for
standard network applications and communication systems and
premature results are related to sensor networks [29]. But, when
a RFID networks with their own unique characteristics are
included in the current internet Concept, unlike problems arise
as well as unpredicted problems related to their use. Some
approaches are developed or under research to solve the
different new RFID related issues i.e. PC Global Class-1
Generastion-2 and ISO/IEC 18000-3, both of them working in
different process to protect the device memory. These
approaches also guzzle large amount of the resources in
encryption processes needed. The main used resources are:
energy and bandwidth, both of them in the destination.
Therefore, even using these approaches specific related
problems with RFID still remain.

VI. CONCLUSIONS AND FUTURE WORK

Farmers have been facing some problems regarding
their production because of weather change, price instability
and constant financial problems due to foreign competition.
Therefore, an pricey service like this could be only available to
big producers in which case, markets are completely ensured
long time contracts. Academic and Company based research
initiatives have shown different issues that jeopardized their
continuity which affects directly to the farmer. Being the major
issue in academic research: budget and availability of
multidisciplinary human resources needed for the correct
project development; and in the case of company based
research, their cost, which could not be reasonable by the
farmer. The current contribution of specialized members for
each of the tasks related to the project increases its economical
advantage without creating any issue to farmers the moment
they will use the system. Big Data analytics allowed us to have
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a better understanding of the user needs and requirements
regarding the project objectives. The new loT parading is
becoming a part of the current and future Internet. The current
internet Concept will drastically change into a much more
personalized qualified with our surroundings that will lead to
much more richer experience. In the case of applications, is
necessary to make a deep analysis of the requirements essential
to be implemented, in order to specifically use what could result
much more beneficial for a specific project purpose. In the case
of our project, 10T could bring not only automatic updates
regarding key issues of the project, but allow us to significantly
improve the user experience through different new services. 10T
Security as a new Concept and new potentially useful research
area must address its security concerns in order to show a more
reliable platform for the user that, currently, could resist a
functional initiative. Due that a single security incident could
spoil permanently the infinite benefits 0T could bring to the
society.
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