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Abstract- Digital watermarking (DW) is used to shield the
information towards the unlawful distribution within the type
of images, videos and audios. Digital watermark procedures
are utilized in quite a lot of areas much like copyright
safeguard, broadcast monitoring and owner identification.
Digital image watermarking procedure is the approach of
embedding watermark within the form of image that includes
the designated knowledge and then it realize and extract that
distinctive data. The robustness, copyright protection,
constancy, ability and a few extra are predominant necessities
of watermarking schemes in order that they may be able to
handle a number of types of strategies. This paper reviews
one-of-a-kind aspects and DCT, DWT and SVD, FFT
approaches of digital image watermarking.
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1. INTRODUCTION

The advancing world of digital multimedia verbal
exchange is faces problems linked to protection and
authenticity of digital data. The info security term is known as
defending know-how or digital data towards any assault which
can also be performed through making use of one-of-a-kind
attacking technologies, ways and tactics. DW hides the
copyright expertise to the digital knowledge through
designated algorithm. It is just a science that helps guard
multimedia contents from unlawful copying, manipulation and
distribution problems by means of inserting the ownership
info to the digital multimedia content material without it been
seen with the aid of visible representation. The watermark will
also be secreted within the digital info either visibly or
invisibly. For a strong watermark embedding, a best
watermarking process is required to be utilized. Watermark
can be embedded both in spatial or frequency domain. A
watermark process is alleged to be secure, if the hacker cannot
do away with the watermark without needing full
competencies of embedding algorithm, detector and
composition of watermark. A watermark will have to best be
obtainable by means of approved parties. On verbal exchange
channel watermarked is also corrupted with the aid of noise. A
proper encoding and decoding tactics will have to put off
random noise occur over a conversation channel.[1]
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DIGITAL WATERMARKING

DW is the procedure of inserting secret data correct
into a multimedia part (that’s video, image, song, video, and
documentation) and this information embedded in this sort of
approach that it's extract and realize even if image is modified
or altered. DW process is to embedding a host image with
knowledge which is called watermark, after which watermark
image shall be transmitted and can also be extracted at the
receiver.

Digital Watermarking Process

WATERMARKED IMAGE

INSECURE CHANNEL

i Copuyright i Copyright

WATERMARK RECOVERED WATERMARK

Fig.1. digital watermarking process
General terms of watermarking

The method of image embedding and
extraction is given as follows:

image

Image Embedding

e The cover image (CIl) is rotten into specific sub
Images.

e The ClI can also be decomposed with any of the

e Become corresponding to DCT, DFT, DWT

e  Select one sub image for secret image embedding

e  Secret image(watermark) is now embedded in the
sub image with some algorithm

e Apply inverse transform, to get CI

Image Extraction

o Watermarked CI is decomposed into sub images
o Extract secret image with reverse algorithm that issued
for combining secret image
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Il. TERMARKING TECHNIQUE
Transform domain watermarking

Watermarking in the transform domain is done with
discrete Fourier, discrete cosine, and wavelet transform (WT)
Of the host picture. The host image is decomposed by way of
these transforms after which secret image is embedded in it.
Inverse expand into is applied to obtain the host picture
back.[2].

[A] Spatial Domain Techniques

Spatial domain watermarking just a little modifies the
pixels of one or two unintentionally chosen subsets of an
image. Modifications would incorporate flipping the low-
order little bit of every pixel. Nevertheless, this way might not
be dependable when subjected to traditional media operations
comparable to filtering or lossy compression.

[B] Singular Value Decomposition (SVD) Watermarking

SVD is among the most strong numerical analysis
tool used to investigate matrices. In SVD transformation, a
matrix will also be decomposed into 3 matrices that are of the
same measurement as long-established matrix. SVD
transformation preserves each one-manner and non-symmetric
residences, more often than not now not accessible in DCT
and DFT transformations. Wie Cao et. Al improved in DT-
CWT domainand SVD. Using SVD in digital picture
processing has advantages like the scale of the matrices from
SVD transformation is just not fixed and could be a
rectangular or a rectangle; Singular values (SVs) in a digital
picture are less affected if common picture processing is
carried out and SVs include intrinsic algebraic picture homes.
The SVs of the host image are modified to embed the
watermark snapshot by way of employing a few singular
services. Watermark is embedded and extracted by way of
adjusting cost between chosen coefficients and detailed output
knowledgeable through help vector regression. SVD
factorization is completed on distinctive no overlapping blocks
through taking wavelet grow to be. Watermarks are generated
by means of SVs of different block

[C] Fast Fourier Transform (FFT):

The FFT is applied on spatial domain image to obtain
FFT coefficients. The facets which can be extracted from FFT
coefficients are actual section, imaginary phase, magnitude
worth and section point of view. The FFT calculation is fast
evaluated to DFT, considering the quantity of multiplications
required to compute N-point DFT are less i.e., Handiest
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(N/2)[log2N] in FFT as in opposition to N2 in DFT. The
features of DWT are obtained from approximation band only.
The features of FFT are computed using the magnitude
values.[3]

[D] Frequency Domain Techniques

In Frequency domain the covered records are unseen
in the lesser or principal frequency parts of the comfortable
image; because of the evolved frequency section is more likely
to be suppressed with the aid of compression. A different
predominant and intricate topic. Uncountable frequency
domain approaches are as follows:-

[a] Discrete Fourier Transform (DFT) based technique

It's alteration invariant and revolution strong, which
interprets to powerful robustness to geometric assaults. DFT
uses difficult numbers, whilst DCT uses just real numbers. In
DFT, low frequency coefficients amendment can reason seen
artifacts within the spatial domain, so low frequency
coefficients should be evaded. The best way to avoid the both
lower and higher frequencies weakness is to embed the
watermark in the mid-level frequency.

[b]Discrete Cosine Transform (DCT)

DCT watermarking is extra mighty as in comparison
with spatial domain watermarking. However they're difficult
to implement and computationally extra pricey.

[c] Discrete Wavelet Transform (DWT) based technique

DWT-founded ways allow good spatial localization
and have multi resolution facets, which are the alike to the
social image scheme. In a similar way this procedure displays
robustness to low-pass and center cleaning. The turn out to be
is situated on waves, called wavelets, of varying frequency
and confined duration. It supplies each frequency and spatial
description of an image. The WT decomposes the image into
three spatial instructional materials, i.e. Vertical, horizontal
and diagonal. It decomposes the image into special frequency
stages corresponding to low frequency, middle frequency and
high frequency. Magnitude of DWT coefficients is excessive
in the lowest bands (LL) at every stage of decomposition and
is least for other high bands

[d] Wavelet Transform based Watermarking

The WT into established watermarking method
divides the snapshot into four sidebands — a low decision
approximation of the tile part and the side’s horizontal,
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vertical and diagonal frequency traits. The procedure can then
be routine iteratively to provide N scale develop into.

DW procedures are categorized in keeping with more
than a few criteria like robustness, perceptibility, and
embedding and retrieval ways. Robustness is a principal
criterion which means that the capacity of watermark to
withstand  customary  photo  processing  operations.
Watermarking systems established on robustness can be
further divided into three fundamental categories:

(1) Robust
(2) Fragile
(3) Semi-fragile

Watermark
¥
Originzl Embeddmg | Watermark
Image "| procedure " Image

Fig.2 Basic Organization of Watermarking System

Potent watermarking schemes are utilized for proving
possession claims whereas fragile watermarking is applied to
multimedia content authentication.  These watermarking
schemes have their own standards in terms of robustness.
Robust watermarks should be able to survive a wide range of
friendly operations and malicious attacks, whereas weak
watermarks are impossible to both horrible and content
preservative processes. Fragile watermarking systems are
designed with a intention to examine and file every viable
tampered region in the watermarked digital media. Semi-
fragile watermarks are intermediate in robustness between the
two and are moreover used for image verification. Some grave
functions similar to medical imagining and forensic image
archiving also require the delicate watermarks to be reversible.
The different quantitative parameters corresponding to PSNR,
actual and false confident may be used for the estimate of the
procedure of watermarking schemes.[4]

111. APPLICATION OF WATERMARKING

Digital watermarking is well entrenched research
area with plenty of applications. The important purposes of
digital video watermarking entails digital copyright safeguard,
video authentication, broadcast Synchronization method, copy
manage, fingerprinting, tamper resistance, video tagging,
ownership identification and enhance video coding.

Broadcast Monitoring Watermarking is obviously a suitable
technique for information monitoring. This has major
application is commercial advertisement broadcasting where
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the entity who is advertising wants to monitor whether their
advertisement was actually broadcasted at the right time and
for right duration. The watermark exists within the content and
is compatible with the installed base of broadcast equipment.
The watermarks can automatically be extracted to verify if a
commercial has successfully been aired or whether a certain
segment of material was used in a broadcast. The content is
usually watermarked by the content owner, while detection
can be done by a monitoring site in the broadcast chain or a
third party at the receiving end.

Transaction Tracking is often called fingerprinting, where
each copy of the work is uniquely identified, similar to the
fingerprint that identifies an individual. A specific identifier is
embedded into the media on the time of playback, which can
later be extracted. In the case of unlawful distribution of the
content, it must ideally be viable to establish the source from
the place the distribution passed off, potentially picking out
the misappropriating occasion.

Content Authentication is a system that makes an attempt to
be certain the integrity of media through detecting tried
tampering of the usual content. The content material is almost
always watermarked with a semi-fragile watermark, which is
designed to be suffering from sign transformations. Tampering
with the content material must damage or alter this semi-
fragile watermark, which might then be used to examine that
the content material is just not authentic.

Digital Fingerprinting is a system used to detect the owner of
the digital content material. Fingerprints are distinctive to the
proprietor of the digital knowledge. For that reason a single
digital content can have exclusive fingerprints since they
related to unique users.

Tamper Detection When database content material is used
for terribly principal purposes equivalent to business
transactions or clinical applications, it is principal to be certain
that the content was once originated from a special source and
that it had not been converted, manipulated or falsified. This
can be executed with the aid of embedding a watermark in the
underlying data of the database. Tamper detection is also
priceless in court docket of legislation where digital images
would be used as a forensic tool to prove whether or not the
image is tampered or now not.

Copyright protection is a technique used to embed the
ownership rights in a multimedia work by its creators.
Watermarking can be used to defending redistribution of
copyrighted fabric over the untrusted community like internet
or peer-to-peer (P2P) networks.[5]
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IV. LITERATURE SURVEY

[6] in this paper it recommend a novel image-
watermarking system to take care of these attacks, as good as
different customary attacks. In the embedding approach, we
first preprocess the host image by way of a Gaussian low-
move filter. Then, a secret key's used to randomly decide on a
quantity of grey levels and the histogram of the filtered image
with recognize to these chosen grey levels is built. After that, a
histogram-form-associated index is introduced to decide on
the pixel agencies with the best number of pixels and a
trustworthy band is constructed among the select and no
chosen pixel organizations. A watermark-embedding scheme
is proposed to insert watermarks into the chosen pixel
organizations. The usage of the histogram-form-associated
index and riskless band results in good robustness.

[7]In present world, digital watermarking for image
safety is largely used. Amongst present, image watermarking
procedures DWT have extensive range of performance. Here
this paper explains concept of developing new image
watermarking. It uses the DWT and then develops a
DWTSVD approach. Even DWT have large variety of
performance however when SVD is mixed with it is going to
increase the robustness of extracted picture.

[8] The procedure of DW embeds the information
called watermark in digital media like picture, video, audio
file and so forth. So that it may be claimed for rights. The
paper represents the entire software implementation of three-
level DWT algorithms and to have more relaxed information a
secret secret's used. The key secret is given to watermark
image for the period of embedding procedure and even as
extracting the watermark image the equal secret is used. To
study success of the watermark video MSE and PSNR
parameters are used.

[9] Watermarking does no longer best shield content
material from amendment handiest but additionally provide
data integrity and content authentication. Predominant
necessities of watermarking are high imperceptibility, strong
robustness, safety, potential that varies in keeping with special
application. Procedures in spatial area are easy, have scale
back complexity and might embed more number of bits but
they don't seem to be resistant to some geometric assaults.

[10] on this paper proposed a novel manner for RGB
digital watermarking situated on 2-Discrete Cosine transform
(DCT) with discrete wavelet Transform (DWT) algorithm. For
this use of two images- first one is cover image and second
one is secret image. For providing better security, we worked
on RGB elements. In this performed on two algorithms first
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one is 2-DWT and secondly 2-DCT applied on RGB elements.
Investigational outcomes illustrate that PSNR, NE value, and
PSNR reach up to 56%.

[11] on this paper a hybrid watermarking manner has
been furnished which mixes DCT and DWT to provide the
watermarked picture. The proposed approach allows us to get
noticeable as good as the invisible watermarked image by
using altering the worth of the scaling factor. Right here in this
paper, the perceptibility is measured making use of statistical
parameters comparable to PSNR and MSE on distinct values
of the scaling aspect. Also, the effectiveness of this process is
measured for specific types of attacks on the groundwork of
BCR.

[12] On this paper, we propose a blind digital image
watermarking procedure through joining DWT with SVD to
toughen the robustness and the potential. In element, Singular
Values (SVs) of watermarks are replaced with the compatible
SVs of HH sub-bands of the usual image. Moreover, our
system generates keys that ensure the protection for the
watermarks within the embedding and the extraction process.
Research on pictures for digital watermarking attacked by the
use of Starmark Benchmark 4.0 software exhibit that our
approach is extra amazing, imperceptible and better ability
than others’.

[13] This paper reward two digital watermarking
methods for embedding a textual content watermark image
into gray scale image. This proposed system makes use of
FCNN and Hopfield mannequin for embed the watermark to
reap just about zero obvious distortion in the watermarked
image. Hence watermarked image is almost equal because the
original duvet image and extracted watermark on the output is
same as the watermark at the input.

[14] on this learn, the authors suggest an picture
authentication algorithm within the DCT subject founded on
NNs. The watermark is built from the image to be
watermarked. Implant is performed in the center frequency
coefficients of the DCT Transform. Additionally, a NN is
proficient and used later to recuperate tampered regions of the
image. Experimental outcome indicates that the proposed
approach is effective to JPEG compression and may no longer
only localize alterations but also recover them.

[15] This paper proposes a new embedding algorithm
of digital watermarking. One is imperceptibility of the
watermarked picture, measured by way of utilizing peak signal
to noise ratio (PSNR) in dB; one other one is robustness of the
mark image, measured via correlation of improving mark
image and convalescing mark image
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[16] The watermark is a binary image which is
embedded into the output obtained Via informed GRNN
founded on the connection between the low frequency (LF)
DFrCT coefficient and its regional of every selected block in
line with human visual method criteria. As a result of better
function approximation, finding out and generalization
capability of GRNN, extraction of watermark utilising trained
neural network is quite victorious. The transform order of
fractional discrete cosine turn out to be presents the safety to
the proposed scheme.

[17] On this paper we present a comfy patient
medical image and authentication scheme which boosts the
safeguard, confidentiality and integrity of medical image send
out by way of the web. This paper proposes a watermarking
with the support of invoking PSO method in adaptive
quantization index modulation and singular valued at
decomposition on the facet of DWT and DCT. The proposed
method promotes the robustness and watermarked image
great.

Comparative Analysis

Title Author Feature

[1] Lsb Based Deepshikha Chopra, | LSB algorithm
Digital Image Preeti Gupta, Gaur

Watermarking Sanjay B.C., Anil

For Gray Scale Gupta

Image

[2] Grayscale Qing Liu, jun Ying DWt applied
Image Digital upto 3 layers
Watermarking Use blind
Technology watermarking
Based on approach
Wavelet

Analysis

[3] A Digital Zhaoshan Wang, Based on Chaos
Image Shanxiang Lv, Yan and Fresnel
Watermarking Shna Transform
algorithm based

on Chaos and

Fresnel

Transform

[4] A hybrid Fangjun Huang, Zhi- | Achieve high
SVD DCT Hong Guan: robustness
watermarking without losing
technique based transparency
on LPSNR

[5] Blind Image | Enping Li, Huaging | Bind
Watermarking Liang, Xinxin Niu. watermarking
Scheme Based robust to

on Wavelet Tree common image
Quantization processing
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Robust to orerations and

Geometric geometric

Attacks attacks such as
rotation, scaling.
Cropping.

[6] A Rotation Tan Yuxi, Gao Has a good

resistance to
against rotation
and compression
attack

Resistant Image
Watermarking
Algorithm via
Circle

Zhinian, Tang Lei,
Sun Peng, Li Yu in

V. CONCLUSION

The increasing demand for protection, privacy and
security of digital content makes it principal to strengthen
strategies which can be additional efficient and easy.
Watermarking is recognized as a important process to acquire
copyright protection because excessive degree of compression
is required along with keeping valuable image expertise, so
many transformation tactics are used more commonly
comparable to DCT,DWT,SVD,DFT. DCT having high
compaction property and requiring less computational
resources whilst as DWT is multi decision transformation on
this paper we also have awarded a review of the significant
methods in existence for watermarking these which are
employed in copyright security. Along with these, an
introduction to digital watermarking, aspects of watermarking
and its applications have been presented.
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