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Abstract- over the most few years, numerous security
researchers proposed to enrich the web stage with more
thorough, explanatory establishments. Their objective is
designing models which take into consideration an exact
thinking on web security issues and creating compelling
apparatuses to make the Web a more secure place, relieving at
any rate some portion of this weight from the shoulders of web
engineers and program merchants. Mashups are significantly
more powerful than traditional (binary) software segments.
Since mashups are all about combining content from multiple
web sites in a highly dynamic fashion, they cannot be built
easily with static programming languages that require advance
compilation, static type checking and binary files. Data
mashups, inverse to the consumer mashups, consolidate
comparable sorts of media and data from different sources into
a solitary portrayal. The combination of every one of these
assets makes another and unmistakable Web benefit that was
not initially given by either source. This approach is different
from the other dynamic techniques presented in this section
because it enforces specific policies for mashup integration;
however the policies are still safety properties.
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I. INTRODUCTION

Web mashups are characterized as Web locales that
compose data from more than one website, yet this definition is
in tension with the same-inception approach, which prevents
such interactions [1]. Many data providers want to publish
information for any integrator site to use, but the same-origin
policy avoids the integrator Web page from providing XML
Http Requests to the data directly [2]. Security depends to some
degree on the unwavering quality of the supplier's substance
[3]. Be that as it may, mashups can likewise associate
powerfully to Web locales not really under the supplier's
control, which shows encourage security challenges [4].
Therefore, content providers should secure their servers and
validate content, which they don’t always do [5]. Cross- origin
collaboration inside the program is presently directed by the
Same-Origin Policy (SOP). SOP characterizes reports in view
of their causes [6].

Page | 1154

Records from a similar origin may freely access each other's
substance, while such access is refused for reports of various
beginnings [7]. Unfortunately, the SOP mechanism ends up
being tricky for mashup security. Starting point following in
SOP is just fractional and enables content from various sources
to exist together under a similar beginning [8]. In browsers
today, any third-party content included in a document is
considered to have the document’s origin regardless of the
actual origin of the included content [9]. This turns problematic
in a mashup setting, because the third-party content may be
freely send to the document’s origin [10]. That is, third-party
content may not be sent to the document’s origin without being
declassified by the third-party [11], [12]. The seven challenges
are cataloguing, data integrity, making data web-enabled,
security and identity, sharing and reusing, trust certificates and
version control mechanisms [13]. In mashup improvement
there is significantly more concentrate on reusing the substance
instead of the execution of a site. While institutionalized
arrangements for different substance groups exist, it is
frequently shockingly hard to reuse the execution of a site in
different settings [14]. Because the current web technologies do
not make it easy to specify which parts of the web site are
intended to be reusable in other contexts and which not [15] are.
In a similar manner, numerous mashups reuse the visual
portrayal of sites only, while others reuse the substance
independently from its visual portrayal. No well-defined rules
or interfaces exist for keeping the content separate from its
visual representation [16].

1. MASHUP

Mashups are significantly more powerful than
traditional (binary) software segments. Since mashups are all
about combining content from multiple web sites in a highly
dynamic fashion, they cannot be built easily with static
programming languages that require advance compilation,
static type checking and binary files [17]. This has created a
trend towards more and more dynamic programming languages
such as JavaScript, Perl, PHP and Python. Because of the
increased focus on content rather than on implementation
techniques, the mashup developer base is different from
conventional software development projects [18]. The
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distribution and sharing energy of the Web makes it particularly
simple to reuse content in unanticipated, unexpected ways [19].

The history of the web browser as a document viewing
environment is apparent when analyzing the restrictions and
limitations that web browsers have in the area of networking
and security [20].

Many of these limitations date back to the conventions that
were established early on in the design and historical evolution
of the web browser [21]. Most web applications handle get to
utilizing three interrelated security systems:

e Authentication
e  Session administration
e  Access control [22]

Each of these mechanisms represents a significant area of an
application’s attack surface, and each is absolutely fundamental
to an application’s overall security posture [23]. Because of
their interdependencies, the overall security provided by the
mechanisms is only as strong as the weakest link in the chain.
A deformity in any single part may empower an attacker to
increase unhindered access to the application's usefulness and
data [24].

Over the most few years, numerous security researchers
proposed to enrich the web stage with more thorough,
explanatory establishments. Their objective is designing
models which take into consideration an exact thinking on web
security issues and creating compelling apparatuses to make the
Web a more secure place, relieving at any rate some portion of
this weight from the shoulders of web engineers and program
merchants. One natural question is whether formal methods
have been successful in this field or whether they can only be
considered a theoretical exercise as of now: practical
applications are important to showcase the effectiveness of
formal methods at dealing with the problems mentioned above
and encourage the web security community to integrate efforts
with the formal methods community. Hence, the main goal of
this research is to design such a unique security framework
based on Aspect Oriented Programming (AOP) that even if the
developer had not considered security as a one of the
component of web application in the beginning, at a later stage
it should be free (safe) from major vulnerabilities and attacks
[24].

1. TYPES OF MASHUP

There are many sorts of mashup, for example, business
mashups, purchaser mashups and information mashups. The
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most well-known sort of mashup is the shopper mashup, which
is gone for the overall population [25].

T

Mashup
Business Consumer Data
Mashup Mashup Mashup

Fig. 1 Types of Mashup

Business (or enterprise) mashups characterize applications that
join their own assets, application and information, with other
outer Web administrations. They focus information into a
solitary introduction and take into account synergistic activity
among organizations and engineers. This functions admirably
for a coordinated advancement venture, which requires joint
effort between the engineers and client (or client intermediary,
normally an item administrator) for characterizing and
actualizing the business necessities. Undertaking mashups are
secure, outwardly rich Web applications that uncover
noteworthy data from differing inner and outside data sources.
Consumer mashups consolidate information from various open
sources in the program and arrange it through a straightforward
program Ul. (e.g.: Wikipedia vision joins Google Map and a
Wikipedia API).

Data mashups, inverse to the consumer mashups, consolidate
comparable sorts of media and data from different sources into
a solitary portrayal. The combination of every one of these
assets makes another and unmistakable Web benefit that was
not initially given by either source.

IV.DIFFERENT SECURITY MODELS OF MASHUP

With the development of the web, the new sort of web
applications showed up: mashups. These applications include
the content from multiple sources, for example a housing rental
website combines the information about the houses and maps
them to Google maps. The inclusion of the remote content is
usually implemented by the use of frames that separate this
content from the main page. Inside, the program executes the
Document Object Model (DOM) that is a tree portrayal of the
got WebPages.

a) Web Jail: Security architecture for mashups
The client-side security engineering that enables minimum
benefit combination of parts into a web mashup based on aspect

weaving while the security policies are specified for every
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iframe of the page. The language of the security policy is
relatively simple and is similar to the Content Security Policy
(CSP). The security arrangement determines a self-
characterized white list for each classification of APIls. For
instance, "extcomm: [google .com, youtube .com]" implies that
outside correspondence are just permitted to the given spaces.

b) Security policies

The arrangement is another characteristic of an iframe in a
mashup, which implies that a mashup integrator can force
confinements on the conduct of untrusted outsider components.
In the iframe policy, particular security-sensitive events can be
fully enabled, fully disabled or enabled only for a self-defined
whitelist [25].

c¢) Formal guarantees
No formal guarantees are provided.

This approach is different from the other dynamic
techniques presented in this section because it enforces specific
policies for mashup integration, however the policies are still
safety properties: the JavaScript programs are not allowed to
invoke the APIs that contradict the security policy.

The security of web mashups is an active field of
research that is strongly related to JavaScript security. The
recent sandboxing libraries techniques described above
contribute to this area, however, they are sometimes not
practical due to the fact that static analysis only covers a subset
of JavaScript. A recent contribution to this field that presented
Mashic Compiler. The mashup consists of an integrator code
and the gadgets to be added. Some of the researches considered
the gadgets that are added by a <script> tag. For this situation,
the device and the integrator would get appointed a similar
cause and thus, if the contraption is non-considerate, it can
break the security of the mashup [25].

Given the contraptions code and the incorporating
code, Mashic assembles the integrating code such that every
device and the integrator keep running in their own particular
iframe. A little library is additionally added to every
contraption, which are generally unmodified. It enables the
integrators to compose secure mashups where security is
accomplished by means of the Same Origin Policy. The
compiled code is proportional to the first code, when the
contraptions are kind. The meaning of an benign gadget is a
novel thought that is characterized through an decorated
semantics.

e The devices only learn what is being sent to them by
the integrator.

e  The contraptions may only interact with the integrator
by replying to its messages, along these lines they can't
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straightforwardly change the load of the integrator
[25].

d) The Mashic compiler Model
The Mashic compiler enhances mashup security. There are two
approaches to incorporate contraptions in a mashup:

e Using HTML script tags: for this situation, the
contraption is specifically implanted in the
incorporating site page and acquires the cause of the
last mentioned. This suggests the device keeps running
with similar benefits of the integrator;

e Using HTML iframe labels: for this situation, the
contraption is stacked in a confined domain and jelly
its own origin; henceforth as far as possible its
capacities on the incorporating site page. The
communications between the contraption and the
integrator are restricted to message passing.

Unfortunately, web designers ordinarily forfeit security for
programming accommodation and implement mashup by
making utilization of script tags. The Mashic compiler takes in
input a current mashup and produces a protected mashup in
view of iframe labels and message passing. The paper presents
two formal outcomes: an accuracy result, demonstrating that the
yield of the Mashic compiler is equivalent to the first mashup
when the embedded device is " benign ™ and a security result,
proving confidentiality and integrity properties for the compiled
mashup.

e) The Yoshi Hama’s Browser Model

The model formalizes the browser using a big-step
operational semantics, covering the evaluation of client-side
scripts, the presence of multiple browser windows, the DOM,
cookies and HTTP requests. The model incorporates a few non-
trivial highlights of real web browsers, similar to document
content that may reference external resources (for example,
<img> and <script> tags), DOM transformation operations, an
eval build for dynamic code assessment, top notch capacities,
and event handlers. Unfortunately, the formalism was only
explained by a couple of inference rules showing how one may
give huge advance semantics for a web browser, yet it isn't
thorough or finishes enough to be usable in formal verifications.

The browser model utilizes data stream marks for fine-grained
get to control on sites, focusing on the protected combination of
substance from wvarious, commonly distrusting websites
(mashup security). In this view, sites characterize sets of marks
with get to control properties and join these names to segments
of their HTML documents. The names are then naturally spread
by the web program and followed on singular DOM nodes and
script variables to uphold get to control checks. Verifiable data
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streams where privileged insights are spilled by the execution
of contingent program branches relying upon private data.

V.WEB SECURITY THREATS

There are numerous dangers related with web perusing
and web applications, including phishing, drive-by downloads,
blog spam, account takeover, and snap extortion. Albeit some
of these dangers spin around misusing execution
vulnerabilities, (for example, memory wellbeing blunders in
programs or deceiving the client), we center, in this paper, on
routes in which an attacker can manhandle web usefulness that
exists by plan [26]. For instance, a HTML frame component
gives a vindictive web a chance to webpage create GET and
POST solicitations to discretionary sites, prompting security
dangers like cross-website request for fraud (CSRF). Sites
utilize various diverse procedures to protect themselves against
CSRF, yet we do not have a deductively thorough approach for
concentrate these resistances. By figuring a precise model of the
web, we can assess the security of these safeguards and decide
how they associate with augmentations to the web platform
[27].

Fig.2 Web Security Threat

Mashup security issues are somewhat different from
normal web app security issues

» Authentication to various backend administrations
with various certifications, confirmation protocols
* Authorization to various backend administrations
requiring qualities from divergent sources
«  Bridging point-to-point protocol security systems, for
example, SSL
«  Extending consistence principles and controls out to
the cloud
» Understanding the ramifications of information being
utilized as a part of new ways
Web application security concerns are partitioned into two
essential classifications: Physical security and semantic
security. The main class plans to cover issues, for example,
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secure and dependable information trade. This gathering of
security concerns can profit by existing techniques and
methodologies of Web 1.0 to deal with the security and trust
issues [28]. The semantic security worries then again, handle
the data partaking in a more elevated amount by misusing the
authoritative arrangements so as to portray the common
information in a PC procedure capable way.

In any case, Mashup applications, by their tendency, include
communication between different page parts. Frequently these
parts are stacked from various causes. Cross-inception
collaboration inside the program is at present controlled by the
alleged Same-Origin Policy (SOP). SOP characterizes reports
in view of their starting points [29]. Records from a similar
birthplace may uninhibitedly get to each other's content, while
such access is denied for archives of various causes.
Lamentably, the SOP component ends up being hazardous for
mashup security.

There are two sorts of security issues with the mashups one the
issues that emerge specifically from the absences of innovation
and antagonistic mishandle of them and in other hand the issues
that emerge from the inquiries concerning reliability of content.
The last one is progressively an issue of standard and it exists
due to the idea of mashups. Today there are more than 5386
mashups recorded in http://www.programmableweb.com
which is a website that gathers data about mashups and mashup
advancements [30].

So there's a genuine downside to expanded dependence on Web
applications: they're inalienably shaky and effortlessly traded
off. All things considered, Symantec rates 73 percent of Web
application vulnerabilities as easy to manhandle. Helpless Web
applications not simply put compose structures and devices at
significantly more serious hazard; they additionally offer an
immediate course to classified client information, for example,
account history, charge card numbers and well being records,
and to delicate corporate data. This genuine disadvantage can
be overwhelmed by actualizing the best possible security
worries at run time alongside the improvement of web
application [31].

VI. LITERATURE SURVEY

Samiha Ayedet al. [32] proposed a structure to
connect the security approaches with the detail and the
execution periods of uses characterized for the frameworks. The
proposed engineering depends on an AOP to enforce security
strategies considering both access and use control inside
distributed frameworks. The enforcement of security policies
had started by translating the set of security policy rules into an
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AOP aware knowledge. Based on the translation, the aspect
generation phase taken place. During that phase, generic and
abstract patterns were derived on the basis of definition of
security policies. The sending of the structure modules,
proposed in this paper, considered the progressions that may
happen in the security approach amid the application execution.
They also presented the implementation as well as the
evaluation of our proposition.

M.1.P.Salaset al. [33] proposed a new approach to analyze the
robustness of Web Services by Fault Injection with WS Inject.
This allowed the emulation and generation of attacks; however,
the process was delayed and often not automated. In the
examination, the Cross-site Scripting (XSS) attack was copied.
As per the research cited, this was a fairly frequent attack,
whose impacts were much crushed for servers and users of Web
Services. The results of the Penetration Testing phase helped to
develop the rules for vulnerabilities analysis. Be that as it may,
the outcomes got by soap Ul demonstrated an large percentage
of false positives and false negatives. They likewise confirmed
the security provided by WS-Security standard with the extra
Security Token against XSS attack. In the two stages, the
utilization of WS-Security lessened the quantity of
vulnerabilities altogether. Be that as it may, this was enhanced
with the utilization of different details. One advantage position
of the proposed approach was that it depended on the utilization
of a fault injector of universally useful, which was utilized to
imitate a few sorts of assaults and created variations of the
same, which was typically constrained in the apparatuses
regularly utilized for security testing, as the vulnerabilities
scanners.

Jose Fonseca et al. [34] proposed a strategy and a model
apparatus to assess the web application security components.
The approach was based on the possibility that injecting
practical vulnerabilities in the web application and attacking
them consequently were utilized to assist the evaluation of
existing security components and apparatuses in the custom
setup situations. The proposed vulnerability and attack injection
structure depended on the investigation of an extensive number
of vulnerabilities in real web applications to give consistent
with life comes about. Notwithstanding the generic
methodology, the paper depicted the execution of the
Vulnerability and Attack Injector Tool (VAIT) that permitted
the automation of the whole procedure. VAIT is utilized to run
an arrangement of examinations that showed the attainability
and the viability of the proposed system. The tests incorporated
the assessment of scope and bogus positives of an interruption
location framework for SQL Injection attacks and the
evaluation of the adequacy of two best business web application
helplessness scanners. The o results showed that the injection
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of vulnerabilities and attacks was indeed an effective way to
evaluate security mechanisms and to point out not only their
weaknesses but also ways for their improvement.

Junjieet al. [35] proposed the hierarchical Stochastic game nets
(SGN) model and analysis methods, included important
theorems and corollaries based on which the complicated attack
and defense processes were described and the identity,
confidentiality, availability and integrity in web services were
analyzed and evaluated quantificationally. SGN had a powerful
modeling and analyzing ability for the complicated and
dynamic game problems, by which the complexity of the
security issues of web services were solved properly. A series
of simulation results were presented to show that, by applying
hierarchical SGN model to describe the attack and defense
behaviors in web services, quantifiable results can be
successfully obtained for the evaluation of important attributes.

Rui Andre Oliveira et al. [36] presented an experimental
approach that permitted understanding how well a given web
service framework was prepared to handle Denial of Service
(DoS) attacks. DOS attacks may exact serious harm to the web
service co-ops, included monetary and reputation losses It was
important that the web service framework was able to provide
a secure environment, so that the services were delivered even
when facing attacks. The model was based on a set of phases
that included the execution of a large number of well-known
DoS attacks against the target framework and the classification
of the observed behavior. Results showed that four out of the
six frameworks tested were vulnerable to at least one type of
DoS attacks and indicated that even very popular platforms
required urgent security improvements.

VII. CONCLUSION

With the development of the web, the new sort of web
applications showed up: mashups. These applications include
the content from multiple sources, for example a housing rental
website combines the information about the houses and maps
them to Google maps. This gathering of security concerns can
profit by existing techniques and methodologies of Web to deal
with the security and trust issues. The semantic security worries
then again, handle the data partaking in a more elevated amount
by misusing the authoritative arrangements so as to portray the
common information in a PC procedure capable way. In any
case, Mashup applications, by their tendency, include
communication between different page parts. Frequently these
parts are stacked from various causes.
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