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Abstract- Link error and Malicious Packet dropping are two 
sources for Packet Losses in multi-hop wireless Ad hoc 
network. In this Work while observing a sequence of packet 
losses in the network, it is interested in determining whether 
the losses are caused by link errors only, or by the combined 
effect of link errors and malicious drop. It is especially 
interested in the insider-attack case, whereby malicious nodes 
that are part of the route exploit their knowledge of the 
communication context to selectively drop a small amount of 
packets critical to the network performance. Because the 
Packet dropping rate in this case is comparable to the channel 
error rate, Conventional algorithms that are based on 
detecting the Packet loss rate cannot achieve satisfactory 
detection accuracy. To improve the detection accuracy, this is 
proposed to exploit the correlations between lost packets. 
Furthermore, to ensure truthful calculation of these 
correlations, it develops a Homomorphic Linear Authenticator 
(HLA) based public auditing architecture that allows the 
detector to verify the truthfulness of the packet loss 
information reported by nodes. This construction is Privacy 
Preserving, Collusion Proof, and incurs low communication 
and storage overheads. To reduce the computation overhead 
of the baseline scheme, a Packet-Block based Mechanism is 
also proposed, which allows one to trade detection accuracy 
for lower computation complexity. Through extensive 
simulations, this is verify that the proposed mechanisms 
achieve significantly better detection accuracy than 
conventional methods such as a Maximum-likelihood based 
detection. 
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I. INTRODUCTION 

 
 An Ad-hoc network is a Local Area Network (LAN) 
that is built spontaneously as devices connect. Instead of 
relying on a base station to coordinate the flow of messages to 
each node in the network, the individual network nodes 
forward packets to and from each other. In Latin, ad 
hocliterally means "for this," meaning "for this special 
purpose" and also, by extension, improvised. In the Windows 
operating system, ad-hoc is a communication mode (setting) 

that allows computers to directly communicate with each other 
without a router.  
 

A wireless Ad hoc Network (WANET) is a 
decentralized type of wireless network. The network is ad 
hoc because it does not rely on a pre existing infrastructure, 
such as routers in Wired Networks or access points in 
managed (infrastructure) wireless networks. Instead, 
each node participates in routing by forwarding data for other 
nodes, so the determination of which nodes forward data is 
made dynamically on the basis of network connectivity. In 
addition to the Classic Routing, Ad hoc networks can 
use flooding for forwarding data. 
 

An ad hoc network typically refers to any set of 
networks where all devices have equal status on a network and 
are free to associate with any other ad hoc network device in 
link range. It also refers to a network device's ability to 
maintain link status information for any number of devices in 
a 1-link (aka "hop") range, and thus, this is most often a Layer 
2 activity. Because this is only a Layer 2 activity, ad hoc 
networks alone may not support a routable IP network 
environment without additional Layer 2 or Layer 
3 capabilities. The earliest wireless ad hoc networks were the 
"Packet Radio Networks" (PRNETs) from the 1970s, 
sponsored by DARPA after the ALOHA net project. 
 

II. RELATED WORK 
 

The related work can be classified into the following 
two categories. (i) High Malicious dropping rates (ii) The first 
category aims at high malicious dropping rates, where most 
(or all) lost packets are caused by malicious dropping. In this 
case, the impact of link errors is ignored. Most related work 
falls into this category. Based on the methodology used to 
identify the attacking nodes; these works can be further 
classified into four sub-categories. 
 
i.Credit systems 
 
ii. A credit system provides an incentive for cooperation. A 
node receives credit by relaying packets for others, and uses 
its credit to send its own packets. As a result, a maliciously 
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node that continuous to drop packets will eventually deplete 
its credit, and will not be able to send its own traffic. 
 
i.Reputation systems 
 
ii. A reputation system relies on neighbors to monitor and 
identify misbehaving nodes. A node with a high packet 
dropping rate is given a bad reputation by its neighbors. This 
reputation information is propagated periodically throughout 
the network and is used as an important metric in selecting 
routes. Consequently, a malicious node will be excluded from 
any route. 
 
iii. Most of the related works assumes that malicious dropping 
is the only source of packet loss. For the credit-system-based 
method, a malicious node may still receive enough credits by 
forwarding most of the packets it receives from upstream 
nodes. In the reputation-based approach, the malicious node 
can maintain reasonably good reputation by forwarding most 
of the packets to the next hop. 
 

III. PROPOSED SCHEME 
 

The proposed mechanism is based on detecting the 
correlations between the lost packets over each hop of the 
path. The basic idea is to model the packet loss process of a 
hop as a random process alternating between 0 (loss) and 1 (no 
loss). Specifically, consider that a sequence of M packets that 
are transmitted consecutively over a wireless channel. By 
observing whether the transmissions are successful or not, the 
receiver of the hop obtains a bitmap (a1, . . . , aM), where aj 2 
f0, 1g for packets j = 1, . . . ,M. The correlation of the lost 
packet is calculated as the auto-correlation function of this 
bitmap. Under different packet dropping conditions, i.e., link 
error vs. malicious dropping, the instantiations of the packet 
loss random process should present distinct dropping patterns 
(represented by the correlation of the instance). This is true 
even when the packet loss rate is similar in each instantiation.  
 

To verify this property, in Figure below we have 
simulated the auto-correlation functions of two packet loss 
processes, one caused by 10% link errors, and the other by 
10% link errors plus 10% malicious uniformly-random packet 
dropping. It can be observed that significant gap exists 
between these two auto-correlation functions. Therefore, by 
comparing the auto-correlation function of the observed 
packet loss process with that of a normal wireless channel 
(i.e., fc(i)), one can accurately identify the cause of the packet 
drops.The benefit of exploiting the correlation of lost packets 
can be better illustrated by examining the insufficiency of the 
conventional method that relies only on the distribution of the 
number of lost packets. More specifically, under the 

conventional method, malicious-node detection is modeled as 
a binary hypothesis test, where H0 is the hypothesis that there 
is no malicious node in a given link (all packet losses are due 
to link errors) and H1 denotes there is a malicious node in the 
given link (packet losses are due to both link errors and 
malicious drops). 
 
a) Public Verifiability:  

 
After each detection, Ad is required to publish the 

information it received from involved nodes, i.e., bj, r(j), s(j), 
for j 2 PSD, so that a node can verify all calculation has been 
performed correctly. Note that no knowledge of the HLA 
secret key x is required in the verification process. At the same 
time, because Ad has no knowledge of x, there is no way for it 
to forge a valid HLA signature for r (j). In other words, Ad 
cannot claim a misbehaving node to be a normal one. 
Furthermore, the privacy-preserving property of the scheme 
ensures that publishing the auditing information will not 
compromise the confidentiality of the communication. 

 

 
Figure 1.Proposed System Architecture 

 
This phase is triggered when the public auditor Ad 

receives an ADR message from S. The ADR message includes 
the id of the nodes on PSD, ordered in the downstream 
direction, i.e., n1, . . . , nK , S’s HLA public key information 
pk = (v, g, u), the sequence numbers of the most recent M 
packets sent by S, and the sequence numbers of the subset of 
these M packets that were received by D. Recall that we 
assume the information sent by S and D is truthful, because 
detecting attacks is in their interest. Ad conducts the auditing 
process. Note that the above mechanism only guarantees that a 
node cannot of a packet that it actually did not receive. This 
mechanism cannot prevent a node from overly stating its 
packet loss by claiming that it did not receive a packet that it 
actually received.  
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IV. REDUCING COMPUTATION OVERHEAD: 
BLOCK-BASED HLA SIGNATURE GENERATION 

AND DETECTION 
 
 One major limitation of the proposed baseline HLA 
detection algorithm is the high computation overhead of the 
source node. In this section, we proposed a block-based 
solution that can reduce this overhead by multiple folds. The 
main idea is to make the HLA signature scalable: instead of 
generating per-packet HLA signatures, per-block HLA 
signatures will be generated, where a block consists of L > 1 
packets. Accordingly, the detection will be extended to blocks, 
and each bit in the packet-loss bitmap represents a block of 
packets rather than a single packet. The details of this 
extension are elaborated as follows. In the Packet 
Transmission Phase, rather than generating HLA signatures 
for every packet, now the signatures are based on a block of 
packets. In particular, L consecutive packets are deemed as 
one block. 
 
a) Scheme Details 
 
(i) Setup phase 

 
This phase takes place right after route PSD is 

established, but before any data packets are transmitted over 
the route. In this phase, S decides on a symmetric-key crypto-
system (encrypt key, decrypt key) and K symmetric keys 
key1. . . key K, where encrypt key and decrypt key are the 
keyed encryption and decryption functions, respectively. S 
securely distributes decrypt key and a symmetric key key to 
node nj on PSD, for j = 1, . . . ,K. Key distribution may be 
based on the public-key crypto-system such as RSA: S 
encrypts key using the public key of node nj and sends the 
cipher text to nj . nj decrypts the cipher text using its private 
key to obtain key . S also announces two hash functions, H1 
and HMAC key, to all nodes in PSD. H1 is un keyed while 
HMAC key is a keyed hash function. 
 
(ii) Audit Phase 
 

This phase is triggered when the public auditor Ad 
receives an ADR message from S. The ADR message includes 
the id of the nodes on PSD, ordered in the downstream 
direction, i.e., n1, . . . , nK , S’s HLA public key information 
pk = (v, g, u), the sequence numbers of the most recent M 
packets sent by S, and the sequence numbers of the subset of 
these M packets that were received by D. Recall that we 
assume the information sent by S and D is truthful, because 
detecting attacks is in their interest. Ad conducts the auditing 
process. Note that the above mechanism only guarantees that a 
node cannot of a packet that it actually did not receive. This 

mechanism cannot prevent a node from overly stating its 
packet loss by claiming that it did not receive a packet that it 
actually received. This latter case is prevented by another 
mechanism discussed in the detection phase. 
 
(iii) Detection Phase 
 

The public auditor Ad enters the detection phase after 
receiving and auditing the reply to its challenge from all nodes 
on PSD. The main tasks of Ad in this phase include the 
following: detecting any overstatement of packet loss at each 
node, constructing a packet-loss bitmap for each hop, 
calculating the autocorrelation function for the packet loss on 
each hop, and deciding whether malicious behavior is present. 
More specifically, Ad performs these tasks as follows. The 
auditor calculates the autocorrelation function. 

 
The detection process applies to one end-to-end path. 

The detection for multiple paths can be performed as multiple 
independent detections, one for each path. Although the 
optimal error threshold that minimizes the detection error is 
still an open problem, our simulations show that through trial-
and-error, one can easily find a good ϵth that provides a better 
detection accuracy than the optimal detection scheme that 
utilizes only the pdf of the number of lost packets. 
 

V.PERFORMANCE ANALYSIS AND RESULTS 
 
a) Simulation Setup 
 
 The detection accuracy which can be achieved by the 
Conventional algorithm with the optimal maximum likelihood 
algorithm that utilizes the distribution of the number of lost 
packets. For given packet-loss bitmaps, the detection on 
different hops is conducted separately. So, only need to 
simulate the detection of one hop to evaluate the performance 
of a given algorithm. It assume packets are transmitted 
continuously over this hop, i.e., a saturated traffic environment 
and assume channel fluctuations for this hop follow the 
Gilbert-Elliot model, with the transition probabilities from 
good to bad and from bad to good given respectively. The two 
types of malicious packet dropping: random dropping and 
selective dropping. In the random dropping attack, a packet is 
dropped at the malicious node with probability. In the 
selective dropping attack, the adversary drops packets of 
certain sequence numbers. 
 
(i) Packet Drop 
 

The detection error as a function of the number of 
maliciously dropped packets. Similar performance trends can 
be observed to the case of the random packet dropping. Fewer 
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detection errors are made by both algorithms when more 
packets are maliciously dropped. In all the simulated cases, the 
proposed algorithm can detect the actual cause of the packet 
drop more accurately than the ML scheme, especially when 
the number of maliciously dropped packets is small. When the 
number of maliciously dropped packets is significantly higher 
than that caused by link errors (greater than 4 packets in our 
simulation), the two algorithms achieve comparable detection 
accuracy. In this scenario, it may be wise to use the 
conventional ML scheme due to its simplicity (e.g., no need to 
enforce truthful reports from intermediate nodes, etc). 
 
Packet lost = Number of packet send – Number of packet 
received. 
 
The lower value of the packet lost means the better 
performance of the protocol. 

 
Figure 2 .Packet Drop Ratio 

 
(ii) Throughput 
 

The Average rate of successful Packet Delivery over 
a communication channel called Throughput. The Throughput 
is usually measured in bit/s or data packets/sec. It is the ratio 
of the total amount of data that reaches a receiver from a 
sender to the time it takes for the receiver to get the last 
packet. 

 

 
Figure 3. Throughput 

 
(iii) Packet Delivery Ratio 
 
 Packet Delivery Ratio (PDR) is the ratio between the 
number of packets transmitted by a traffic source and the 
number of packets received by a traffic sink. It measures the 
loss rate as seen by transport protocols and as such, it 
characterizes both the correctness and efficiency of ad hoc 
routing protocols. A high is desired in any network. The ratio 
of the Originated applications’ packets of each protocol which 
was able to deliver at varying time. 
 

 
Figure 4.Packet Delivery Ratio 

 
(iv) False Packet Ratio 
 

The false packet in measurement of how much of 
packets dropped and except remaining packets are false 
packets. 

 
False packet = total no of packets sent─ total no dropped 
packets = no of remain Packets 
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Figure 5. False Packet Ratio 

 
VI. CONCLUSION 

 
 Therefore, by detecting the correlations between lost 
packets, one can decide whether the packet loss is purely due 
to regular link errors, or is a combined effect of link error and 
malicious drop. The algorithm takes into account the cross 
statistics between lost packets to make a more informative 
decision, and thus is in sharp contrast to the conventional 
methods that rely only on the distribution of the number of lost 
packets. It is compared with conventional detection algorithms 
that utilize only the distribution of the number of lost packets, 
exploiting the correlation between lost packets significantly 
improves the accuracy in detecting malicious packet drops. 
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