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Abstract- A keylogger is software designed to capture all of a
user’s keyboard strokes, and then make use of them to
impersonate a user in financial transactions. An
authentication protocol is a type of computer communications
protocol or cryptographic protocol specifically designed for
transfer of authentication data between two entities. A secure
authentication protocols designing is challenging. Involving
human in authentication protocols, while promising, is not
easy because of their limited capability of computation and
memorization. Therefore, relying on users to enhance security
necessarily degrades the usability. On the other hand,
relaxing assumptions and rigorous security design to improve
the user experience can lead to security breaches that can
harm the users’ trust. This paper, demonstrate how careful
visualization design can enhance not only the security but also
the usability of authentication. To that end, the design of
propose two visual authentication protocols: one is a one-
time-password protocol, and the other is a random image-
based authentication protocol. Through rigorous analysis,
verify that our protocols are immune to many of the
challenging authentication attacks applicable to the literature.
Furthermore, using an extensive case study on a prototype of
new protocols, highlight the potential of this approach for
real-world deployment: this authentication protocol able to
achieve a high level of usability while satisfying stringent
security requirements.

Keywords- Authentication protocol, one -time -password, Quick
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1. INTRODUCTION

In every online application security is the major
concern. Every public network offers security by the means of
authentication. Authentication process is a way to protect the
network for illegitimate access. In a Client-Server
Architecture it is required to authenticate client, server and the
network between them. The attackers can attack the network
by using illegal means like spoofing, phishing, bot/botnet.
Authentication  process can be understood  using
Authentication Interface and Authentication protocols. The
Authentication interface is human-computer interface
(HCD[1]. HCI is the way by which human interacts with the
authentication process. It can be text based or graphic based.
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Threats against electronic and financial services can be
classified into two major classes: credential stealing and
channel breaking attacks. Credentials such as users’
identifiers, passwords, and keys can be stolen by an attacker
when they are poorly managed. For example, a poorly
managed personal computer (PC) infected with a malicious
software(malware) is an easy target for credential attackers
.On the other hand, channel breaking attacks—which allow for
eavesdropping on communication between users and a
financial institution—are another form of exploitation. While
classical channel breaking attacks can be prevented by the
proper usage of a security channel such as IPSec and SSL
(secure sockets layer), recent channel breaking attacks are
more challenging. Indeed, “keylogging” attacks—or those that
utilize session hijacking, phishing and pharming, and visual
fraudulence— cannot be addressed by simply enabling
encryption. For example, whenever a user types in her
password in a bank’s sign in box, the keylogger intercepts the
password. The threat of such keyloggers is pervasive and can
be present both in personal computers and public kiosks; there
are always cases where it is necessary to perform financial
transactions using a public computer although the biggest
concern is that a user’s password is likely to be stolen in these
computers. Even worse, keyloggers, often root kitted, are hard
to detect since they will not show up in the task manager
process list. To mitigate the key logger attack, virtual or
onscreen keyboards with random keyboard arrangements are
widely used in practice. Both techniques, by rearranging
alphabets randomly on the buttons, can frustrate simple key
loggers. Unfortunately, the key logger, which has control over
the entire PC, can easily capture every event and read the
video buffer to create a mapping between the clicks and the
new alphabet. Our approach to solving the problem is to
introduce an intermediate device that bridges a human user
and a terminal. Then, instead of the user directly invoking the
regular authentication protocol, she invokes a more
sophisticated but user-friendly protocol via the intermediate
helping device. Every interaction between the user and an
intermediate helping device is visualized using a Quick
Response (QR) code Thus, in our protocols, a user does not
need to memorize extra information except a traditional
security token such as password or PIN, and unlike the prior
literature that defends against should-surfing attacks by
requiring complex computations and extensive inputs. More
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specifically, our approach visualizes the security process of
authentication using a smart phone aided augmented reality.
The visual involvement of users in a security protocol boosts
both the security of the protocol and is re-assuring to the user
because she feels that she plays a role in the process.
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Figure 1. Authentication with random string
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Figure 2. Authentication protocol with password and
randomized onscreen keyboard

[1l. METHODOLOGY
Algorithm:

EncrK(.): an encryption algorithm which takes a key k and a
message M from set M and output a cipher-text C in the set C.
DecrK(.): a decryption algorithm which takes a cipher-text C
in C and a key K, and outputs a plain-text(or message) M in
the set M.

OTP(.) : a one Time Password generation algorithm which
takes a private key SK and a message M from the set M, and
outputs to a signature c.

ranStr(.): a signature verification algorithm which takes a
public key PK as random String and signed message  (M,0),
and returns valid or invalid.

ranlmg(.): a signature verification algorithm which takes a
public key PK as Image and signed message  (M,0), and
returns valid or invalid.

QRENCc(.): a QR encoding algorithm which takes a string S in
S and outputs a QR code.

QRDec(.): a QR decoding algorithm which takes a QR code
and returns a string S in S.

A. ONE TIME PASSWORD GENERATION (OTP):
A one-time password (OTP) is a password that is

valid for only one login session or transaction. To make sure
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that the user is an authorized user, OTP is generated and sent
to his/her mobile number. This is usually the authentication
method used when a transaction is verified with an OTP. It
can be a list of passwords available with the user and each
time user uses a different password. OTP which has been once
used from the list is no longer valid for next session. One
Time Password can also be generated every time the requests
for it. One Time Password authentication helps preventing the
access to unauthorized access to restricted areas. The bank
system sends you an OTP and you then have few minutes to
enter this OTP. This mechanism doesn't need any
synchronization process as the OTP is originally generated by
the server and send to a third party device. The server expects
that you type the correct OTP.

B. QR CODE GENERATION

QR code (abbreviated from Quick Response Code) is
the trademark for a type of matrix barcode (or two-
dimensional barcode).Every interaction between the user and
an intermediate helping device is visualized using a Quick
Response (QR) code. The goal is to keep user-experience the
same as in legacy authentication methods as much as possible,
while preventing keylogging attacks. Thus, in our protocol, a
user does not need to memorize extra information except a
traditional security token such as password or PIN, and unlike
the prior literature that defends against should-surfing attacks
by requiring complex computations and extensive inputs.
More specifically, our approach visualizes the security process
of authentication.

C. AUTHENTICATION WITH RANDOM STRINGS

The user connects to the server and sends her ID.
The server checks the ID to retrieve the user’s public key
(PKID) from the database. The server then picks a fresh
random string and encrypts it with the public key. In the
terminal, a QR code is displayed prompting the user to type in
the string. The user decodes the QR code. The server checks
the result and if it matches what the server has sent earlier, the
user is authenticated. Otherwise, the user is denied.

D. AN AUTHENTICATION PROTOCOL WITH
RANDOMIZED IMAGE ONSCREEN

It is used password shared between the server and the
user, and a randomized image. The user connects to the server
and sends her ID. The server checks the received ID to
retrieve the user’s public key from the database. The server
prepares, a random permutation of a image arrangement, and
encrypts it with the public key .Then, it encodes the cipher text
with QR encoder .The server sends the result with a blank
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image matrix. When the user sees the blank image with the
QR code through an application that has a private key,
alphanumeric appear on the blank keyboard and the user can
click the proper button for the password. The user types his
password on the terminal’s screen while seeing the keyboard
layout through the application. The terminal does not know
what the password is but only knows which buttons are
clicked. Identities of the buttons clicked by the user are sent to
the server by the terminal. The server checks whether the
password is correct or not by confirming if the correct buttons
have been clicked for the image.

1V. CONCLUSION

In this paper, a new approach to authenticate a user
with a new family of QR-codes and graphical image
passwords called. Trust in our protocols can be seen shifted
from PC to smart phone to make authentication protocols
secure against malware in a PC. However, considering that it
is not easy to protect user’s credentials when a malware
resides in a PC without sacrificing usability , and that a user
sometimes has to use an un trusted PC such as a public PC ,
this approach to move trust to the smart phone that is at least
more trustworthy than public PCs is plausible. Also, in
Protocol 2 that uses a password for authentication, a smart
phone is not required to be trusted because a password is
another factor for any successful authentication, proposed and
analyzed the use of user driven visualization to improve
security and user-friendliness of authentication protocols.
Moreover, it’s shown two realizations of protocols that not
only improve the user experience but also resist challenging
attacks, such as the keylogger and malware attacks. These
proposed protocols utilize simple technologies available in
most out-of-the-box smart phone devices. Traditionally static
passwords can more easily be accessed by an unauthorized
intruder given enough attempts and time. By constantly
altering the password, as is done with a one-time password,
this risk can be greatly reduced. In addition to offering
protection against online guessing attack, random image when
combined with QR login, is resistant to shoulder surfing attack
and attacks using malwares. Random image and QR-code
authentication is not a bullet proof system, but it offers
reasonable security and usability and will fit well with
practical applications for improving online security.
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