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Abstract- Vehicular communication is a significant and
evolving field of research in the area of vehicular technology.
The evolution of software and hardware in communication
systems assists to the generation of new networks. VANETS
are sort of the ad hoc networks real-life applications, where
vehicles communicate among each other and with set
components termed as roadside units. VANETs have their
distinctive characteristics and necessities that vary from those
in regular ad-hoc networks, but the security remains a
foremost challenge since of the dynamic topology and the
deficient of infrastructure. In this paper we present a survey
on Trust and Reputation model in VANET, their also present
challenges and application in VANET and study of various
researcher work in VANET reputation.

Keywords- VANET; Trust; Repudiation; Hidden Markov Model
I. INTRODUCTION

Vehicular Ad Hoc Networks (VANETS) have turned
into an important research area over the last few years.
VANETs are distinguished from MANET by their hybrid
network architectures, node movement characteristics, and
new application scenarios. VANETSs [1, 2] perform crucial
functions in road safety, such as detection of traffic accidents
and reduction of traffic congestions. By exchanging real-time
warning messages through vehicle-to-infrastructure (V2I) and
vehicle-to-vehicle (V2V) communication, VANETS present
the capability of providing local information in near-real time
to enhance the safety of drivers and improve mobility.
Reputation and trust are two essentials tools of security that
are used to facilitate decision making in VANETS. In general,
reputation is the opinion of one entity as vehicles in VANETs
about another [3]. Essentially it signifies the trustworthiness of
a vehicle in VANETs. Trust in general is the level of
confidence in a person or a thing [4]. In VANETS, it is the
expectation of one vehicle about the action of another vehicle

[5]-
Characteristics of VANETS

Drive behavior, constraints on mobility, and high
speeds create unique Characteristics in VANETs. These
characteristics distinguish them from other mobile ad hoc
networks, and the major characteristics are as follows:
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1. High mobility and Rapid changing topology: Vehicles
move very fast especially on highways. Thus, they stay in
the communication range of each other just for several
seconds, and links are established and broken fast. When
the vehicle density is low or existing routes break before
constructing new routes, it has higher probability that the
vehicular networks are disconnected. So, the previous
routing protocols in MANET are not suitable for
VANETS.

2. Geographic position available: Vehicles can be
equipped with accurate positioning systems integrated by
electronic maps. For example, GPS receivers are very
popular in cars which help to provide location information
for routing purposes.

3. Mobility modeling and predication: Vehicular nodes
are usually constrained by prebuilt highways, roads and
streets, so given the speed and the street map, the future
position of the vehicle can be predicated. Vehicles move
Malong pre-defined paths, this provides an opportunity to
predict how long routes would last compared to arbitrary
motion patterns like the random waypoint model [6].

4. Hard delay constraints: In VANETSs applications, such
as the collision warning or Pre-Crash Sensing, the
network does not require high data rates but has hard
delay constraints, and the maximum delay will be crucial.

5. No power constraint: Since nodes are cars instead of
small handheld devices, power constraint can be
neglected thanks to always recharging batteries.

Challenges of VANET
1. Mobility

The basic idea from Ad Hoc Networks is that each node
in the network is mobile, and can move from one place to
another within the coverage area, but still the mobility is
limited, in Vehicular Ad Hoc Networks nodes moving in
high mobility, vehicles make connection throw their way
with another vehicles that maybe never faced before, and
this connection lasts for only few seconds as each vehicle
goes in its direction, and these two vehicles may never
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meet again. So securing mobility challenge is hard
problem [8].

2. Volatility

The connectivity along with nodes can be extremely
ephemeral, and maybe will not happen again, vehicles
travelling throw coverage area and making connection
with other vehicles, these connections will be lost as each
car has a high mobility, and maybe will travel in opposite
direction[7][8]. This network lacks the relatively long life
context, so personal contact of user’s device to a hot spot
will require long life password and this will be
impractical for securing VC [9].

3. Privacy VS Liability

Liability provides a better opportunity for legal analysis
and denial of such information is impossible (in case of
accidents) [7], other than the privacy mustn’t be violated

[9].
4. Network Scalability

With the increase in the percentage of vehicles in the
world, scalability of the network is becoming challenging.
The network should be scalable such that if more number
of nodes or cars is added, it should function in proper
manner [9].

Security requirements of VANET

VANET must fulfill some security prerequisites
before they are transferred. A security system in VANET
should fulfill the following necessary condition [10]:

a) Authentication:

Authentication guarantees that the message is
produced by the honest to legitimate client. In VANET a
vehicle responds upon the information originated from the
other vehicle consequently authentication must be fulfilled.

b) Auvailability:

Availability obliges that the data must be accessible

to the real clients. DOS Attacks can cut down the network and

hence information can't be shared.

c) Non-Repudiation:

Page | 420

ISSN [ONLINE]: 2395-1052

Non-repudiation implies a node can't deny that he/she doesn't
transmit the message. It might be pivotal to focus the right
arrangement in accident reproduction.

d) Privacy:

The privacy of a node against the unauthorized node
should be ensured. This is obliged to eliminate the message
delay attack.

e) Data Verification:

A generally confirmation of data is obliged to take
out the false messaging.

Il. TRUST IN VANET

Trust is the key element in creating a trusted
vehicular environment which promotes security in vehicular
networks. Trust is either in human behavior or in the deployed
hardware both forming a trusted communication environment.
Few trust models had been introduced to enforce honest
information sharing between communicating nodes [11], [12].

111. REPUDIATION IN VANET

In VANET, a significant problem is that how to trust
the particular vehicle or message. For example, if a car
forwards the message that there is jamming at location X, be
supposed to other vehicles suppose this car as well as this
message and then make a corresponding action? Researchers
come up with the method which called reputation system to
solve this issue.

In ad hoc networks, nodes are both terminals and
routers for the lack of routing infrastructure; they have to
cooperate with each to exchange information. Misbehavior
means deviation from regular action; node could misbehave
for selfish reasons and consequently impact the system. The
goal of reputation system is to establish trust value for every
node in this network, and depending on these values, the other
nodes make a decision whom to trust consequently promote
reliable activities. Resnick and Zeckhauser [13] list three aims
for reputation systems:

1. To provide data to differentiate among a truthful peer and
an unreliable peer.

2. To support peers to operate in a truthful way.

3. To depress unreliable peers from taking part in the
service, the reputation mechanism is offered.
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Repudiation Models

A. Role Definition

First, depending on the different role vehicles played
encounter the same traffic event, we categorize them as shown
in fig.1.

Fig.1: Categorize Member

a) Event Reporter (ER):

We call a vehicle an event reporter, if it can perceive
incident by equipped sensors, then send alarm messages to
other neighboring vehicles.

b) Event Observer (EO):

Within one hop of an event reporter, vehicles are
capable of sensing the action of event reporter after reception
of event message from it. We call these vehicles event
observers.

c) Event Participant (EP):

We call other vehicles beyond one hop of an event
reporter as event participants, as they can take delivery of and
transmit the event message, but it is unfeasible to recognize
the actions of event reporter.

B. Event Propagation

In our model, traffic information comes both from
expected messages by means of wireless interface and on-
board sensors. Every vehicle has an event table that records all
arrived and consequent traffic event information, namely
event ID, event type, episode timestamp, event position,
communication range, and event reputation value. In the event
table, every record entry maintains a distinctive traffic event.
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A sensor can sense the equivalent event several times after a
traffic event takes place, then these detect event messages are
assigned a unique ID.

When an ER encounters a traffic event, traffic-
associated information will be gathered by sensors in this
vehicle. Relaying on the sense frequency, ER can calculate the
harshness of this traffic event and set the reputation value of it.
If this value is over the specified threshold, the event message
will be transmitted to the traffic safety application in the
vehicle and to all neighbors in one hop, namely EO.

In our design, EO is a very important role to identify
bogus event messages. When an EO gets traffic warning
message from an ER, firstly it records this message into the
event table if there exist no the identical identities record in
the table. Within Atime, this EO can receive the event message
with this ID n times from this ER. By observing succeeding
behavior of ER in this phase, an EO can estimate the
truthfulness of this event message though it does not encounter
the event directly. Intuitively, if the behavior of ER matches
the typical behavior model related to the traffic event type, the
event message is considered as trusty. For example, when an
ER sends an “obstacle” type event message, the “correct”
corresponding driver behavior should be *“decelerate” or
“change lane”. So if an EO found other behaviors of an ER
except standard behavior model, it is reasonable to confer that
this event message from the ER maybe bogus. Then the
reputation value of this event message is set to low by this EO.
At the same time, this EO maybe receive many event
messages with this ID from other ERs, EOs and EPs, we give
a complex formula to integrate all these second-hand
information in next section.

For an EP, it only can receive messages from Eos and
other EPs. In next section, we also give a formula to calculate
reputation value of event messages for EPs.

1IV. HIDDEN MARKOV MODEL

The Hidden Markov Model (HMM) is a stochastic
model for sequential data. It is a stochastic process determined
by the two interrelated mechanisms — a latent Markov chain
having a finite number of states, and a set of observation
probability distributions, each one associated with a state. At
each discrete time instant, the process is assumed to be in a
state, and an observation is generated by the probability
distribution corresponding to the current state. The HMM is
termed discrete if the output alphabet is finite, and continuous
if the output alphabet is not necessarily finite, e.g., each state
is governed by a parametric density function [14,15,16].

Www.ijsart.com



1JSART - Volume 2 Issue 4 —APRIL 2016

Theoretical and empirical results have shown that,
given an adequate number of states and a sufficiently rich set
of data, HMMs are capable of representing probability
distributions corresponding to complex real-world phenomena
in terms of simple and compact models [17,18]. This is
supported by the success of HMMs in various practical
applications, where it has become a predominant methodology
for design of automatic speech recognition systems (ASR)
[19,20,21]. It has also been successfully applied to various
other fields, such as signature verification [22,23]
communication and control [24,25], bioinformatics [26,27],
computer vision [28,29], and computer and network security
[30,31,32]. For instance, in the area of computer and network
security, a growing number of HMM applications are found in
intrusion detection systems (IDSs). HMMs have been applied
either to anomaly detection, to model normal patterns of
behavior, or in misuse detection, to model a predefined set of
attacks. HMM applications in anomaly and misuse detection
have emerged in both main categories of IDS - host-based IDS
[32,33,30,31] and network-based IDS [33,34]. Moreover,
HMMs have recently begun to emerge in wireless IDS
applications [35,36].

In many practical applications, the collection and
analysis of training data is expensive and time consuming. As
a consequence, data for training an HMM is often limited in
practice, and may over time no longer be representative of the
underlying data distribution. However, the performance of a
generative model like the HMM depends heavily on the
availability of an adequate amount of representative training
data to estimate its parameters, and in some cases its topology.
In static environments, where the underlying data distribution
remains fixed, designing a HMM with a limited number of
training observations may significantly degrade performance.
This is also the case when new information emerges in
dynamically changing environments, where underlying data
distribution varies or drifts in time. A HMM that is trained
using data sampled from the environment will therefore
incorporate some uncertainty with respect to the underlying
data distribution [37].

It is common to acquire additional training data from
the environment at some point in time after a pattern
classification system has originally been trained and deployed
for operations. Since limited training data is typically
employed in practice, and underlying data distribution are
susceptible to change, a system based on HMMs should allow
for adaptation in response to new training data from the
operational environment or other sources. The ability to
efficiently adapt HMM parameters in response to newly-
acquired training data, through incremental learning, is
therefore an undisputed asset for sustaining a high level of
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performance. Indeed, refining a HMM to novelty encountered
in the environment may reduce its uncertainty with respect to
the underlying data distribution.

V. RELATED WORK

Cao et al [38], extended the single-hop reputation
announcement into a multi-hop version that enables carry-and-
forward message propagation. In this scheme, we use
Dempster Shafer theory to evaluate the reliability of messages
and it guarantees better message flexibility and satisfactory
message drop rate. The message utility rate and maximum
message broadcasting bandwidth in multi-hop scheme cannot
simultaneously dominate that of single-hop, because the
maximal message broadcasting bandwidth always becomes
large with the increase of message utility rate. However, this
trade-off is up to vehicles to regulate based on their real needs.
It is therefore more user friendly and flexible than single-hop.
Moreover, the multi-hop scheme provides incentive for
vehicles to participate in forwarding messages and at the same
time maintains the robustness and privacy property of the
single-hop scheme.

Izhak Rubinet.al in this paper [39] VANET
networking schedule that is distinguished as a vehicular
backbone network (VBN) through which vehicles that are
found near legitimately chosen ostensible positions along a
direct highway portion are chosen to serve as hand-off nodes.
We utilize a stream affirmation control system at the source,
controlling the pace of transmission of conceding bundles.
Shut structure expository expressions are inferred for the
rough reckoning of the framework's end-to-end throughput
limit rate. Through recreation investigations, we affirm the
accuracy of these explanatory figuring. We demonstrate the
capacity of the framework to utilize vehicular CSMA/CA
access plans too well copy the operations of the framework
when overseen by the utilization of spatial-reuse TDMA plans.
In planning the Heterogeneous system, we allocate system
resource and dole out system parameters in a way that
balances the throughput rates brought about over the cell
remote access and VANET parts of the mixed network
system.

K. S. Dhanalakshmi et.al [40], states the adoption of
hybrid cryptographic methods for reducing the overhead on
network, resolving major issues of Watchdog procedure. A
novel key exchange approach termed as Instant Key
Generation Mechanism (IKGM) is introduced here to
eliminate the redistributed keys requirement. At this time the
key encryption is performed at each node to enhance the
performances next to existing techniques. It also provides
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highest malicious behavior detection rate which does not
affect the significant performances of the network [40].

Afaf Bouhoute et.al [41], main objective of this paper
is to show and learn driver conduct in the vicinity of diverse
kind of traffic information. For this, we propose another
formal way to deal with built a driving conduct, display that
will be adjusted to an individual driver. To describe the model
we characterize rectangular cross breed data yield automata
formalism which comprises of an adjustment of an
arrangement of ideas identified with the half breed automata
idea. At that point, for model development, we propose an
online uninvolved learning based way to deal with build the
model as indicated by the watched driving conduct. The
developed model may be valuable to anticipate the driver
conduct later on, avert risky circumstances and give more
comfort to the drive.

Alireza Marefat et.al [42], Presenting an intelligent
driver assistant system in scenarios, performing the
overwhelming move of a long vision discouraging Vehicle as
a leader with a likelihood of another vehicle in front with snag
probability out and about. The importance of this framework
is to decrease the danger of using so as to overwhelm move in
a mixture situation cases remote innovation taking into
account Vehicular Ad hoc Network (VANET) to advance the
driver's conduct in high hazard circumstances with direction
for settling on a legitimate choice if there should be an
occurrence of performing safe surpassing activity.

Zhiguang Cao et al [43], here two Calculations to
assess the unwavering quality of messages and total the
notoriety scores individually. The real rule of the unwavering
quality assessment calculation is the Dumpster-Shafter Theory
and the notoriety collection, calculation is a variation of
weighted averaging capacity. To adjust the message scope
region and the expense of sending messages, we additionally
give a message sending standard. The proposed multi-bounce
plan offers acceptable heartiness and jelly protection property.
In particular, the multi-bounce plot ensures better message
adaptability, as well as can create more tasteful message drop
rate. What's more, in the message forward rule of our multi-
bounce plan, it is up to the vehicles (i.e., Easy to understand)
to manage the exchange off between the message utility rate
and the maximal message telecasting bandwidth, based on
their real needs.

Xiaoping Li et al [44], a Reputation-based Global
Trust Establishment scheme (RGTEs). The plan acquaints an
answer with offer the trust information in VANET securely by
applying statistical laws, which makes it more utilized and
exact to build up trust in quickly evolving environment.
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Additionally, we distinguish an awful node of the element
edge as per constant notoriety status of the network. Analysis
shows that RGTEs is more powerful in confidence-building,
security affirmation and versatility.

Qin Li et al [45], described a novel declaration plan
for VANETs in light of a notoriety system that permits
assessment of message unwavering quality. We exhibit a
protected and productive plan that is strong and shortcoming
tolerant against the provisional inaccessibility of the central
server.

VI. CONCLUSION

In this paper we surveyed the fundamentals of
VANET, its architecture, challenges, trust model and
reputation model for VANET. Also present the literature of
various works that has been done in VANET. For future work
in VANET, we can calculate the trust on the basis of reply
packet of other vehicles. Reputation builds by RSU on the
basis of vehicle Reply packet and their behavior. Reputation
calculates on the basis of Hidden Markov model and finding
reputation score by Road Side Unit.
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