
IJSART – Volume 2 Issue 3–MARCH2016                                                                                           ISSN [ONLINE]: 2395-1052 

Page | 490                                                                                                                                                                     www.ijsart.com 
 

Trust Based Multipath Wormhole Detection And 
Prevention Technique 

 
Shabina Parbin1, Leela Dhar Mahor2 

1, 2 Department of Computer Science Engineering 
1, 2 NITM, Gwalior, India 

 
Abstract- Wireless network is a kind of computer network that 
is not connected by wires, and is generally associated with a 
tele network in which the connection among nodes are made 
without the using any wires so it is a kind of network more 
vulnerable for attacks in our paper we discussed about 
wormhole attack and for this attack we implement searching 
and avoidance technique using trust and multipath technique.    
 

I. INTRODUCTION 
 

Wireless networka kind of computer network that is 
not connected by wires, and is generally associated with a tele 
network where the interconnection among nodes were made 
without the using any wires. Wireless tele networks mainly 
utilize several kind of electromagnetic waves [1,2] (such as 
radio waves or microwaves) for the transmission of data or 
communication. 

A. Types of Wireless Networks: 
 
a) Wireless PAN 

 
WPANs (Wireless Personal Area Networks) interconnect 
devices within a small area (ranging in meters). For 
example, by using Bluetooth we create WPAN for 
interconnecting a headset to a cell phone. 
 

b) Wireless LAN 
 
Wireless LAN [3] is represented as a Wirelessnetwork or 
a Immovable Wireless Data Communication. Fixed 
Wireless Data equips node to node (point to point)among 
computers(can be two independent networks also) at two 
different locations, by utilizing particular radio signals 
and  laser beams atline of stream paths. It is often used to 
connect two networks existing in two or more adjacent 
locations 
 

c) Wireless MAN 
 
Wireless Metropolitan Area Networks [4] connects 
multiple Wireless LANs. WLAN is also known as 
WiMAX and is covered in IEEE 802.16d/802.16e. 
 

d) Wireless WAN 
 
Wireless Wide Area Networks [4] are wireless networks 
that cover large outdoor areas. They are deployed at the 
frequency of 2.4 GHz. 

B. Mobile Ad hoc Network (MANET) 
 

A MANET is a self-reliant assortment of mobile 
customers that be in contact over somewhat bandwidth limited 
wireless hyperlinks. Because the nodes are cellular, the 
network topology could exchange quickly and unpredictably 
over time. The network will bedispersed, the place all network 
endeavor together while finding the topology and forwarded 
messages have to be executed via nodes they, i.e., 
functionality of routing shall be included into mobile 
nodes.The set of applications for MANETs is various, 
extending from minor, stationary networks which can be 
restricted via power sources, to gigantic-scale, cellular, 
enormously dynamic networks. Figure beneath represents the 
scenario of MANET [5]. 

 
 

C. Challenges Facing Ad Hoc Mobile Networks 
 

a) Spectrum Allocation 
 

Laws concerning using radio spectrum are presently 
beneath the manager of the FCC. Most experimental ad hoc 
networks are established on the ISM band. To prevent 
interference, ad hoc networks have got to operate over some 
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type of allowed or specified spectrum range. Most microwave 
ovens function in the 2.4GHz band, which can thus intrude 
with wireless LAN programs. Frequency spectrum is not only 
tightly managed and allotted, but it surely additionally needs 
to be purchased. With adhoc networks able tocreating and 
distorting on-the-fly, it isn't clear who will have to pay for this 
spectrum. 

 
b) Media Access Control 
 

Not like cellular networks, there is a lack of 
centralized manage and world synchronization in ad hoc 
wirelessnetworks. Consequently, TDMA and FDMA schemes 
should not suitable. In addition, many MAC (Media entry 
control) protocols do not care for host mobility. As such, the 
scheduling of frames for well-timed transmission to support 
QoS is difficult. In ad hoc wireless networks, when you 
consider that the equal media are shared by using more than 
one cell ad hoc nodes, entry to the original channel have got to 
be made in a distributed fashion, by way of the presence of a 
MAC protocol. Given the truth that there are no static nodes, 
nodes can't depend on a centralized coordinator. The MAC 
protocol have to contend for access to the channel even as 
whilst keeping off possible collisions with neighboring nodes. 
The presence of mobility, exposed nodes problems and hidden 
terminals need to be accounted for in relation to designing 
MAC protocols for ad hoc wireless networks. 
 
c) Routing 
 

Occurrence of mobility infers that hyperlinks make 
and damage ordinarily and intoan determinemanner. Note that 
the classical disbursed Bellman-Ford routing algorithm is used 
to maintain and update routing knowledge in a packet radio 
community. Whilst distance-vector-established routing will 
not be designed for wireless networks, it is nonetheless 
relevant to packet radio networks when you consider that the 
fee of mobility isn't excessive. The cumbersome and heavy 
development of these radios make them less cell as soon as 
deployed. However, as mentioned within the prior chapter, 
advances in microelectronics science have enabled the 
development of small, moveable, and extremely built-in cell 
instruments. Thus, ad hoc mobile networks are distinct from 
packet radio networks for the reason that nodes can move 
extra freely, leading to a dynamically changing topology. 
Existing distance-vector and hyperlink-state-headquartered 
routing protocols are unable to catch up with such prevalent 
hyperlink alterations in ad hoc wireless networks, leading to 
bad route convergence and really low verbal exchange 
throughput. For this reason, new routing protocols are needed. 
 
d) Multicasting 

The explosion within the quantity of internet 
customers is partly attributed to the presence of video and 
audio convention instruments. Such multiparty 
communications are enabled by means of the presence of 
multicast routing protocols. MBone (multicast backbone) 
includes an interconnection of multicast routers which can be 
equipped of tunneling multicast packets through non-multicast 
routers. Some multicast protocols use a broadcast-and-prune 
method to build a multicast tree rooted at the source. Others 
use core nodes the place the multicast tree originates. All such 
approaches depend on the truth that routers are static, and once 
the multicast tree is fashioned, tree nodes will not transfer. 
Nevertheless, this isn't the case in ad hoc wireless networks. 

 
e) Energy Efficiency 
 

Most present community protocols don't don't forget 
power consumption an challenge because they expect the 
presence of static hosts and routers, which might be powered 
with the aid of mains. Nonetheless, cell devices today are 
more often than not operated by using batteries. Battery 
science is still lagging at the back of microprocessor science. 
The lifetime of a Li-ion battery today is handiest 2-3 hours. 
This sort of challenge in the running hours of a device implies 
the necessity for vigor conservation. In targeted, for ad hoc 
cellular networks, cellular devices need to participate in both 
the function of a finish approach (the place the consumer 
interacts and where person functions are done) and that of an 
intermediate method (packet forwarding). As a consequence, 
forwarding packets on the behalf of others will consume vigor, 
and this can also be relatively big for nodes in an ad hoc 
wireless network. 

 
f) TCP Performance 
 

TCP is an end-to-end protocol designed to furnish 
glide and congestion manipulate in a network. TCP is a 
connection-oriented protocol; as a consequence, there's a 
connection institution section prior to knowledge transmission. 
The connection is removed when knowledge transmission is 
accomplished. In the current web, the community protocol 
(web Protocol, or IP) is very nearly connectionless; for that 
reason, having a connection-oriented, dependable transport 
protocol over an unreliable community protocol is fascinating. 
Nevertheless, TCP (Transmission manipulate Protocol) 
assumes that nodes within the route are static, and simplest 
performs flow and congestion hobbies at the SRC and DEST 
nodes. 
 

TCP depends on measuring the circular-commute 
time (RTT) and packet loss to conclude if congestion has 
occurred in the network. Unluckily, TCP is unable to 
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differentiate the presence of mobility and community 
congestion. Mobility by way of nodes in a connection can 
influence in packet loss and lengthy RTT. Thus, some 
enhancements or changes are wanted to make sure that the 
transport protocol performs thoroughly without affecting the 
tip-to-end conversation throughput. 
 
g) Service Location, Provision, and Access 
 

Whilst protocols are fundamental for the appropriate 
operation of an ad hoc wireless network, carrier location, 
provision, and entry are equally foremost. Will have to we 
continue to anticipate that the average consumer/server RPC 
(remote method call) paradigm is appropriate for ad hoc 
networks? Ad hoc networks include heterogeneous 
instruments and machines and not one and all is in a position 
of being a server. The suggestion of a client initiating venture 
requests to a server for execution and looking ahead to results 
to be returned will not be attractive because of boundaries in 
bandwidth and power. Maybe the notion of faraway 
programming as utilized in cell retailers is more applicable 
considering it will shrink the interactions exchanged between 
the consumer and server over the wireless media. 
Additionally, how can a mobile gadget access a remote 
provider in an ad hoc network? How can a device that is well-
organized promote its want to provide offerings to the leisure 
of the contributors within the network? All these issues 
demand study. 
 
h) Security & Privacy 
 

Ad hoc networks are intranets and so they stay as 
intranets except there may be connectivity to the internet. 
Such confined communications have already isolated attackers 
who aren't nearby within the subject. Notice that this isn't the 
case for wired and wireless-final node users. By means of 
neighbor identification authentication, a consumer can 
understand if neighboring customers are friendly or 
antagonistic. Understanding dispatched in an ad hoc route can 
be included one way or the other however due to the fact more 
than one nodes are involved, the relaying of packets must be 
authenticated by using recognizing the inventor of packet and 
movement identification or label. 

 
II. ROUTING IN MANET 

 
a) AODV 
 

Reactive or on Demand protocol Descendant of 
DSDV uses bi-directional links Route discovery cycle used for 
route discovering protection of active routes Sequence 
numbers used for loop prevention and as route freshness 
standards provides unicast and multicast conversation 
whenever routes usually are not used -> get expired -> 
Discarded Reduces stale routes Reduces need for route 
renovation. Minimizes number of energetic routes between an 
lively source and destination. Can determine multiple routes 
between a source and a destination, but implements handiest a 
single route, due to the fact. Difficult to manage a couple of 
routes between equal supply/destination pair. If one route 
breaks, its problematic to understand whether different route is 
on hand.  Lot of guide-maintaining worried. 

 
AODV Properties 
 

AODV discovers routes as and when quintessential 
does not hold routes from each node to every other Route are 
maintained simply so long as imperative. Every node keeps its 
monotonically growing sequence number -> raises whenever 
the node notices change within the local topology4-8 AODV 
makes use of routing tables to retailer routing understanding 

1. A Routing table for unicast routes 
2. A Routing table for multicast routes 

 
The route table stores: <destination addr, next-hop 

addr, destination sequence number, life_time>  For each 
destination, a node maintains a list of precursor nodes, to route 
through them  Precusor nodes help in route maintenance (more 
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later) Life-time updated every time the route is usedIf route 
not used within its life time -> it expires4-9 
 
AODV – Route Discovery 
 

When a node desires to send a packet to a couple 
Vacation spot – It tests its routing desk to assess if it has a 
present route to the destination 
 
 If sure, forwards the packet to subsequent hop node 
 If No, it initiates a route discovery method 
 

Route discovery approach begins with the 
construction of a Route Request (RREQ) packet -> source 
node 
 
Creates it the packet includes – source node’s IP deal with, 
source node’s current sequence number, vacation spot IP 
handle, vacation spot sequence Number4-10. 
 
AODV – Route Discovery  
 

Packet additionally contains broadcast identification 
quantity Broadcast identification will get incremented each 
time a source node uses RREQ Broadcast identity and source 
IP tackle form a specified identifier for the RREQ 
Broadcasting is completed by way of Flooding 

 
III. ATTACKS IN MANET 

 
An built-in internet and mobile ad hoc community 

may also be subject to many varieties of attacks [8]. These 
attacks or  assaults can be categorized into two categories, 
attacks on internet connectivity and attacks or  assaults on 
mobile ad hoc networks. 

 
1) Passive attack:  
 

On this sort of attacks or  assault, the intruder only 
performs some kind of monitoring on targeted connections to 
get understanding in regards to the visitors without injecting 
any false information [9]. This style of attacks or  assault 
serves the attacker to reap knowledge and makes the footprint 
of the invaded network as a way to observe the attack 
effectually. 
 
2) Denial of service attack:  
 

Denial of provider attacks are geared toward entire 
disruption of routing knowledge and thus the whole operation 
of ad-hoc community [10]. 
 

3) Traffic Analysis:  
 

In MANETs the data packets as well as traffic pattern 
each are primary for adversaries [11]. For instance, 
confidential know-how about community topology will also 
be derived through examining site visitor’s patterns. Visitor’s 
evaluation can be conducted as active attacks or  assault 
through destroying nodes, which stimulates self-institution 
within the community, and priceless knowledge about the 
topology will also be gathered. Site visitors analysis in ad hoc 
networks may divulge following sort of expertise. 
 
4) Flooding attack: 
 

In flooding attack, attacker exhausts the community 
resources, comparable to bandwidth and to eat a node’s 
resources, comparable to computational and battery vigor or to 
disrupt the routing operation to motive severe degradation in 
community performance [12]. For illustration, in AODV 
protocol, a malicious node can send a gigantic quantity of 
RREQs in a brief period to a vacation spot node that doesn't 
exist in the network. When you consider that nobody will 
reply to the RREQs, these RREQs will flood the entire 
community. As a consequence, all the node battery energy, as 
well as community bandwidth shall be consumed and would 
lead to DOS. 
 
5) Black hole Attack: 
 

Route discovery procedure in AODV is at risk of the 
black gap attack [12]. The mechanism, that is, any 
intermediate node could respond to the RREQ message if it 
has a fresh ample route, devised to decrease routing extend, is 
used by the malicious node to compromise the process. In this 
attacks or  assault, hen a malicious node listens to a route 
request packet within the network, it responds with the claim 
of getting the shortest and the freshest route to the vacation 
spot node despite the fact that no such route exists. Hence, the 
malicious node simply missroute community traffic to it after 
which drop the packets transitory to it. 
 
6) Rushing Attack: 
 

Rushing attacks or  assaults are usually against the 
on-demand routing protocols. These forms of attacks or  
assaults subvert the route discovery approach. On-demand 
routing protocols that use reproduction suppression during the 
route discovery procedure are prone to this attacks or  assault 
[11]. When compromised node receives a route request packet 
from the source node, it floods the packet swiftly throughout 
the network earlier than different nodes, which also receive 
the identical route request packet can react. For illustration, in 
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determine the node “four” represents the rushing attack node, 
where “S” and “D” refers to supply and destination nodes. The 
rushing attacks or  assault of compromised node “four” 
quickly pronounces the route request messages to ensure that 
the RREQ message from itself arrive previous than do those 
from other nodes. This outcomes in when neighboring node of 
“D” i.e. “7” and “8” when receive the genuine (late) route 
request from source, they readily discard requests. So in the 
presence of such attacks “S” fails to detect any useable route 
or nontoxic route without the involvement of attacker.  
 
7) Wormhole Attack: 
 

In a wormhole attack, an attacker receives packets at 
one factor in the community, “tunnels” them to an extra point 
within the community, and then replays them into the 
community from that point [10]. Routing will also be 
disrupted when routing manipulate message are tunneled. This 
tunnel between two colluding attacks or  assaults is referred to 
as a wormhole .In DSR, AODV this attacks or  assault could 
avert discovery of any routes and could create a wormhole 
even for packet no longer deal with to itself considering of 
broadcasting. Wormholes are rough to detect on the grounds 
that the path that is used to cross on know-how is more often 
than not no longer a part of the precise community. 
Wormholes are dangerous since they may be able to do 
damage without even figuring out the community. 

 
IV. RELATED WORK 

 
Detection and prevention of wormhole attacks or  

assault in cellular adhoc networks through Shalini Jain, 
Dr.Satbir Jain present a novel trust-based scheme for selecting 
and isolating nodes that create a wormhole within the network 
without enticing any cryptographic method. With help of 
widereplications, here we determine that our scheme features 
without difficulty in the presence of malicious colluding nodes 
and does now not impose any unnecessary stipulations upon 
the network establishment and operation segment[13]. 
 

Results of Wormhole attacks or  assault on AODV 
and DSR Routing Protocol through the using NS2 Simulator 
through Mohamed Otmani1, Dr. Abdellah Ezzati present 
analyses the efficiency of AODV and DSR routing protocols 
with and without wormhole attacks or  assault utilizing 
community Simulator 2. For inspecting the performance we 
regarded complete packets got, complete bytes got, first 
packet obtained, final packet obtained, common finish-to-
finish lengthen and throughput as measures[14]. 
 

Analyzing the outcome of Wormhole attacks or 
assault on Routing Protocol in WSN by   Gurpreet Kaur, Er. 

Sandeep Kaur Dhanda gift the wireless sensor network is 
vulnerable to distinctive types of attacks or assaults that 
breach the protection of the community. The wormhole attacks 
or assault is likely one of the severe attacks or assaults on 
wireless sensor network. It tunnels the packets from one finish 
to an additional finish by using corrupting it. Routing 
protocols plays a essential function of forwarding the 
information packets by means of determining and keeping the 
routes in the community. Competence of sensor networks 
relay on the strong and mighty routing protocol used. In this 
paper, the effect of wormhole attacks or  assault on routing 
protocols like AODV, DSR, ZRP and ANODR is analyzed on 
behalf of parameters like throughput, extend and vigor 
consumption[15]. 
 

Securing Layer-3 Wormhole attacks or  assaults in 
ad-Hoc Networks through  T. Krishna Rao Mayank Sharma 
reward  in the wormhole attack, an attacker files packets (or 
bits) at one place within the network, tunnels them (possibly 
selectively) to an extra location, and retransmits them there 
into the network. The wormhole attack can type a major 
hazard in wirelessnetworks, exceptionally towards many ad 
hoc community routing protocols and region-founded wireless 
safety systems. On this paper, we reward a brand new 
approach for detecting wormhole attacks. The Witness 
Integration Multipath protocol is founded on the Multipath 
DSR routing protocol and finds suspicious behavior regarding 
wormhole attacks or assaults[16]. 
 

Assessment of different ways to identify wormhole 
attacks or  assaults in MANETS by way of S.Seethalakshm 
present on this paper we're going to evaluate three special 
ways (PT system, WAP system, TWOACK approach) to 
become aware of misbehaving nodes. Simulation is carried 
through NS2 and the outcome of misbehaving nodes are in 
comparison and tabulated[5]. 
 

Wormhole attacks or assault in mobile ad Hoc 
Networks: A assessment through Mr. Susheel Kumar present 
cellular ad-Hoc community (MANET) is a wirelessnetwork 
without infrastructure. Self-configurability and effortless 
deployment function of the MANET resulted in numerous 
functions in this latest generation. It often works via 
broadcasting the knowledge and used air as medium .It’s 
broadcasting nature and transmission medium also support 
attacker, whose intention is to undercover agent or disrupt the 
network. Many kind of attacks and attacks or assault will also 
be performed on such cellular ad-hoc network. The emphasis 
of this paper to be taught wormhole attack, some detection 
methods and different systems to preclude community from 
these attacks[8]. 
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Wormhole attacks on On Demand routing protocols 
in cell ad hoc networks by way of Sumet Mehta present a 
mobile ad hoc community (MANET) includes cellular 
wireless nodes. In MANET nodes are self-encouraged 
topologies can randomly alternate their geographic places. 
Wireless networks are susceptible to many attacks or assaults, 
together with an attack referred to as the wormhole attack. On 
prevalence of wormhole can motive a massive breakdown in 
conversation across a wireless network. This paper explores 
and compares the outcome of wormhole attacks on the 
performance of on demand routing protocols in cellular ad hoc 
network (MANET). The analysis has been achieved via 
learning and comparing end to finish extend, packet supply 
ratio and throughput for wormhole attacks or assault and 
without wormhole attack[10]. 
 

V. CONCLUSION 
 

The wireless community is one of a kind than other 
wired networks. The primary critical predicament in wireless 
network is security.  Although wireless network is made up of 
hundreds of thousands or thousands of nodes which can be 
stand on my own and be in contact to one another utilizing 
hope by hope knowledge transmission in network. So if any 
node effected via attacks or assault its result the network. To 
make community nontoxic and improve network lifetime 
proposed given answer is being applied in future work. 
Encouraged with the aid of the prior derived solutions this 
proposed resolution would be amazing for community growth 
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