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Abstract- The seriousness and number of attacks on computer
networks are increasing substantially. Most existing security
solutions focus on avoiding one or more attacks. We propose
an integrated router security framework, called TrustR. It is
able to resist against various types of attacks. TrustR
combines security primitives including cryptography based
security mechanisms, trust management system, and trusted
platform module. A simple and efficient method for detecting
deceptive routing messages is also proposed. The deployment
of TrustR is introduced.
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1. INTRODUCTION

With The Fast development of network-based
technologies such as Internet and ubiquitous computing,
computer networking becomes increasingly pervasive and
necessary. As the core device, routers are responsible for
connecting different networks and forwarding data packets. In
addition to dedicated router device, end nodes in networks
such as ad hoc networks also act as routers.

In spite the great significance of computer
networking, it has also used as a vehicle for various security
attacks [1]. The router is rather vulnerable because of its
critical role. The functionality of a router can be divided into
data plane, control plane and management plane [2].
Accordingly, attacks can be categorized into three types: 1)
unauthorized access to network resources, such as IP address
spoofing; 2) data-plane attacks to prevent data packets from
being successfully delivered, such as BlackHole and JellyFish
[3]; 3) control-plane attacks to disturb or disrupt network
operations, such as routing spoofing.

To block unauthorized access, many cryptographic
authentication schemes have been proposed [4]. These
methods are based on the foundation that authenticated entities
are absolutely trusted because intruders cannot get
authenticated. However, emerging attack techniques, such as
advanced persistent threats and social engineering attacks,
break up the foundation. By changing the compromised router
systems, intruders can bypass the cryptographic mechanisms.
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Then, more internal attacks could be introduced. Fortunately,
trust management system has been introduced as the second
wall. Trust is the degree of belief about the future behaviors of
other entities [5]. The behaviors of a node can be reflected by
some metrics called trust factors, such as packet delivery ratio
(PDR). According to trust factors, a trust value denoting the
trustworthiness degree of the node is evaluated by a trust
evaluation model. Then other nodes can decide whether to
interact with this node according to its trust value. Trust-based
security mechanisms are able to detect and defend those
malicious authenticated nodes as long as they misbehave.

Although substantial trust-based solutions have been
proposed [6], [7], there are still some problems which are
unsolved, particularly the difficulties in collecting trust factors
for securing networks. Cryptographic approaches and trust
management systems are effective in resisting unauthorized
access and data-plane attacks, but countering the control-plane
attack is still challenging. Two popular methods, rule-based
method [8] and detecting-message-based method [9], are used
to deal with control-plane attacks. The rule-based method
finds out whether a received routing message follows the
routing protocol specification according to a set of predefined
rules. However, it is very difficult to define reserved rule set.
The detecting-message-based method sends specific messages
to suspicious nodes. According to the feedback, a node can
judge whether the suspicious node violates routing protocols.

To protect computer networks from all three types of
attacks, the following security requirements should be
satisfied: 1) control messages, particularly the routing
messages, should be authenticated; 2) routers not forwarding
packets as expected should be excluded from routes; 3)
correctness of routing messages should be verified before
handled or before sent, and FIB should also Host Router
be verified before used; 4) the security system should be self-
protected.

To fulfill these requirements, we propose an
integrated router security framework, called TrustR. Its
advantages are: 1) It is able to resist against all three types of
attacks, which is benefited from the four independent but
cooperative components, i.e., the cryptography based security
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Fig 1. TrustR Framework

mechanisms, the deceptive routing message detector, the trust
management system, and the trusted platform module (TPM);
2) A simple but efficient method to detect deceptive routing
messages and FIB is proposed and built in TrustR.

Il. TRUSTR FRAMEWORK

The framework of TrustR along with the related
units of the host router are shown in Fig. 1. TrustR meets all
the security requirements described in section | due to the
multiple integrated components, as elaborated in the
following. From the perspective of the host router, TrustR
performs as an independent trusted third party installed on it.

A. Cryptography Based Security Mechanisms (CBSM)

The first thing external attacker would do is to
intrude into networks. If no security mechanisms like
authentication and access control are applied, the attacker can
participate in the networks directly. Otherwise, attacks such as
IP address spoofing and Man-in-the-middle would be
launched. The most efficient way to detect external attacks
would be cryptographic methods that support identity and
message authentication, confidentiality and replay protection.
A typical example is the Internet Protocol Security (IPsec)
protocol suite. After applying such mechanisms, each node is
verified before accessing networks, and control messages are
authenticated before handled. As a result, the unauthorized
intruders will be warded off. In TrustR, the cryptography
based security mechanisms can be any proper security
protocols or security extensions to current protocols. All
received control messages should be authenticated inside
TrustR before given to the host router. Likewise, fields such as
Message Authentication Code (MAC) should also be
calculated inside TrustR.
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B. Deceptive Routing Message Detector (DRMD)

Routing protocol is responsible for creating paths to
pass the packets. Although external intruders could be warded
off by CBSM, internal malicious or compromised routers can
still propagate deceptive routing messages to disturb or disrupt
networks. As is well known, routers use FIB to forwards
packets in the data plane. FIB is updated according to the
routing table in the control plane. A smart attacker may not
misbehave in the control plane to avoid being detected, but it
could produce an Incorrect FIB. Simultaneously the router
would not forward packets correctly. To prevent deceptive
routing messages, a replicated routing protocol instance is
deployed inside TrustR. This instance is synchronous with that
in the host router. The synchronization is possible because
TrustR is between the host router and networks, and thus it is
able to receive the same routing messages as the host router
receives. A comparator is then used to compare the out
coming routing messages produced by the two instances. If
they are identical, this message is considered correct and sent
to networks. Otherwise, the message will be ignored and this
host router will be suspected malicious.

C. Trust Management System (TMS)

CBSM and DRMD are effective in resisting
unauthorized access and control plane attacks, but not in
countering data plane attacks such as BlackHole, JellyFish and
Denial of Service. It is difficult to detect them because they
usually do not violate protocol specifications. Trust
management provides a dynamic way to detect and Avoid
data-plane attacks. The malicious nodes which often have low
trust value are excluded from routes during routing
calculation. The trust factors of TMS protecting computer
networks could include packet loss rate, average delay, and
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router status such as load, energy and mobility. In existing
TMSs, a router is often monitored and evaluated by its
neighbors. This means certain neighbors should Collect trust
factors of the router. In wireless networks, the common
approach is eavesdropping [10]. In fixed networks, extra
devices can be deployed to monitor traffic flows [11]. Both of
them cannot perceive router status information, and the
Collected information may not be exact enough. While in
TrustR, the collection becomes easy, because TrustR is deeply
integrated into the host router and able to Access certain
information directly. For instance, it can read the router status
information from hardware. This not only facilitates the
collection, but also assures the correctness of the collected
trust factors. Note that any proper trust models can be
integrated into TrustR. In addition, the security mechanisms
that protect trust Management systems from attacks, such as
collusion attacks, can also be included in TrustR.

D. Trusted Platform Module

TPM is employed to protect the TrustR itself from
compromised. TPM is a dedicated microprocessor designed to
secure computer systems by integrating cryptographic keys. It
has been widely used in assuring device integrity, password
protection, disk encryption and digital rights management etc.
In TrustR framework, it mainly assures the integrity of each
component, store keys to keep them inaccessible to external
programs, and complete encryption and decryption.

E. Security Policy Repository

After detecting a compromised host router, TrustR
may produce instructions to recover it, e.g., reset it back to the
normal state. These instructions may involve multiple parts of
the router system. Executing them in an individual way may
greatly increase the system complexity. To avoid this, all
instructions are first translated into security policies with
uniform format, and a repository is then established to cache
these policy items. Accordingly, a policy enforcement
interface that translates polices into instructions and executes
the instructions should be added to the host router.

111. CONCLUSION

In this paper, a TrustR framework for protecting
computer networks is proposed. It integrates several security
technologies to defend various types of attacks. A simple and
efficient method for detecting deceptive routing messages is
proposed.
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