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Abstract- Availability of service in many wireless networks
depends on the ability for network users to establish and
maintain communication channels using control messages
from base stations and other users. The use of spread
spectrum techniques can deter an external adversary from
such control channel jamming attacks. However, malicious
colluding insiders or an adversary who captures or
compromises system users is not deterred by spread spectrum,
as they know the required spreading sequences. For the case
of internal adversaries, we propose a framework for control
channel access schemes using the random assignment of
cryptographic keys to hide the location of control channels.
We propose and evaluate metrics to quantify the probabilistic
availability of service under control channel jamming by
malicious or  compromised users and show that the
availability of service degrades gracefully as the number of
colluding insiders or compromised users increases. We
propose an algorithm called GUIDE for the identification of
compromised users in the system based on the set of control
channels that are jammed. We evaluate the estimation error
using the GUIDE algorithm in terms of the false alarm and
miss rates in the identification problem.

Keywords- Wireless multiple access, control channel jamming,
security, node capture attacks, probabilistic metrics.

I. INTRODUCTION

Efficient communication in mobile networks requires
the use of multiple access protocols allowing mobile users to
share the wireless medium by separating user data in any
combination of time, frequency, signal space, and physical
space. The entire class of multiple access can thus be
described by the unifying framework of orthogonal frequency
division multiple access (OFDMA). Allocation of access and
resources to mobile users must be periodically updated in
order to maintain the efficiency of the multiple access protocol
when base station group membership, user demands, and
wireless channel conditions are dynamic. Hence, there is a
necessary overhead involved in the multiple access protocol to
handle the resource allocation to users. This overhead often
takes the form of control messages exchanged between mabile
users and base stations. In many systems, dedicated channels
are established for the exchange of control messages. These
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control channels can be used for a wide variety of functions,
from topological information propagation for network routing
to access control in subscription services. In a cellular system
such as GSM [3], [4], [5], for example, base stations and
mobile users must coordinate over a variety of control
channels in order to perform access control, traffic channel
allocation, and intercell user handoff. Control channels thus
serve as a platform on which higher-level protocol
functionality is supported and, hence, as critical points of
failure that can be targeted by a malicious adversary in a
denial-of-service. We thus approach the problem of designing
control channel access schemes which allow for efficient
reception of control messages while maintaining a degree of
independence between the hopping sequences held by
different users. In this work, we focus our attention on
designing schemes which are robust to control channel
jamming attacks by malicious colluding insiders or
compromised users.

A. Problem Statement and Contributions:

In this paper, we develop a framework for control
channel access schemes that are robust to control channel
jamming. Furthermore, we provide techniques for random
allocation of control channels to users which yield graceful
performance degradation as the number of compromised users
increases. Our contributions are summarized as follows:

We develop a correspondence between the problems
of key establishment and control channel access in wireless
networks and develop a framework for control channel access
schemes providing probabilistic availability of control
messages using random key assignment. We propose metrics
of resilience and delay to quantify the probabilistic availability
of service and the quality of provided service, respectively,
under control channel jamming attacks. We evaluate the
proposed metrics by extending existing results for resilience to
node capture in wireless networks. We propose techniques for
the identification and revocation of compromised users by the
service provider or a trusted authority that need not be
constantly online. We formulate the identification problem as
a maximum likelihood estimation problem and provide greedy
heuristic algorithms using information available to the service
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provider. We evaluate the identification algorithm by
approximating the false alarm and miss rates under the greedy
algorithms. We provide a simulation study to demonstrate
trade-offs that exist between robustness to control channel
jamming and resource expenditure which result from the use
of random key assignment protocols, serving as a foundation
for the design.

I1. MODEL ASSUMPTIONS

We state the assumed models for the multiple access
protocol and control message structure, adversary, and service
provider or trusted authority. We provide a summary of the
notation used throughout this work in Table.

TABLE 1
A Summary of Netation is Provide
Symbol Definition

Un sel ol [/ users, B base slations

I Nuntber f Eine slls in the reuse periol
Ky | Set of channel identifiers, or keys, for time slot {
i (Number of control channels in time slot £, X
Kt Sulsel ol Kt assiged Lo user u

m; Number of keys per uset in time slot £, [,
L, set and number of compromused wsers, ¢ = [C|
Ky Gubet of Ky held by

Ji | Subset of Ky comesponding to jammed channels
i ['robability that each key & € K¢ 18 added to J,
re(e) Slot resilience for time slot ¢
rlc) Resilience to control channel jamming
dile) Initial-slot delay for time slot ¢

ilc) Delay due to control channel jamming
L Estimate of sat C of compromised users
Fle) False alamm rate in the estimate C of C

Mie) Miss rate in the estimate C of C

Control Message Access Model:

We describe the multiple access protocol in terms of
the OFDMA with separation of signals over orthogonal carrier
signals and in time as follows. We denote the set of M
orthogonal carriers used for wireless communication. We
assume that time is slotted and that an initial portion of each
time slot is dedicated to control messages. Since we are
focusing on the availability of control messages in this paper,
we ignore the portion of each time slot dedicated to data. We
further partition each time slot t into S subslots with duration
sufficient to transmit a single control message.
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RANDOM KEY ASSIGNMENT FRAMEWORK FOR
CONTROL CHANNEL ACCESS:

In this section, we develop a correspondence between
the problems of control channel access and symmetric key
assignment. We show that efficient and robust control channel
access can be provided using random key assignment, yielding
a framework for probabilistic control channel access schemes.

Problem Mapping:

We provide a one-to-one mapping between control
channel access for multiple users in a single time slot and the
assignment of symmetric keys to network nodes for use in
cryptographic protocols. The mapping is formalized by
constructing a bipartite graph which uniquely maps between
control channel access schemes and symmetric key
assignment schemes.

Random Assignment of Control Channel Keys

we make use of the symmetric key assignment model
in to provide a framework for probabilistic control channel
access using random key assignment. The proposed
framework can then be used to design control channel access
schemes which are robust to jamming by compromised users.
For the remainder of this paper, we use the term control
channel key interchangeably with control channel identifier.

AVAILABILITY OF CONTROL MESSAGES UNDER
CONTROL CHANNEL JAMMING:

In order to evaluate the effect of control channel
jamming by compromised users, we define and evaluate
metrics to quantify the probabilistic availability of control
messages. We note that users in the proposed control channel
access scheme as outlined do not exchange any information
about the assigned keys Kiu, so the adversary cannot obtain
any deterministic information about the key assignment.
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IDENTIFICATION OF COMPROMISED USERS:

In this section, we formulate a statistical estimation
problem for the identification of compromised users by the
TA, constructing a setbC of suspected jammers to eliminate
from the network with no knowledge of the number of
compromised users. Due to the complexity of the resulting
identification problem, we propose two algorithms,
collectively referred to as GUIDE (Greedy User
Identification), based on a greedy heuristic which ranks users
according to the likelihood of being a compromised
user. Finally, we approximate the estimation error resulting
from the GUIDE algorithms.

GUIDE-0: Greedy Estimate of (
(iven: J. 0
(0
while J £ K- do
t' « argmax['(u|], 6)
. HFH".E
(-CUf)
end while

Fig. 3. The algoritim GUIDE-6 construcls & greedy estimate (ol the
sel ¢ of compromised users using e jamming evidence 7 and
Darameler 6

Greedy ldentification of Jammer Known Instead of
basing the identification of jammers on the probability over
subsets of U, we base the identification on the probability that
a user is a compromised user. This heuristic reduces the set
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estimation problem to a set membership estimation problem.
We refer to the identification algorithm as GUIDE, for the
Greedy User Identification algorithm, and first address the
case when is known to the TA. In this case, the TA uses a
greedy algorithm to construct by adding users in decreasing
order of probability until satisfies the condition.This GUIDE-_
Igorithm is given in Fig. 3. We note that ties can be roken
arbitrarily in the arg max function, though it is also ossible
that the arg max function can choose an entire ubset of users
to add to bC This technique and its implications are not
addressed in this paper.

TA

Adversary

Fig. 2. The information avalable o the TA and the adversary during the
altack and Identification process is llustrated. The TA has knowledge of
the paramelers K, and J and uses this avallble iformation to
construct an estimate C of . The adversary has knowledge of the
paramelers (,Kz. 0, and . The dotted line from 6 to C indicates that
the TA may or may not know &,

111. NUMERICAL ILLUSTRATION AND DESIGN

In this section, we provide simulation results to
illustrate design trade-offs, providing a basis for parameter
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selection in design of the system simulate the long-term
performance of the system as a function of the identification
interval of the TA as defined .

Simulation Setup:

We simulate a network of users with varying
parameter values of p, mi, and qgi with the jamming
probability. For each set of parameters p, mi, and qi, we
randomly assign p sets of mi control channel keys to each user
from the p sets of gi keys. For each value of c, the subset C is
randomly selected from the set of users U and the subsets J i
of keys used for jamming are selected randomly using the
parameter _i. For each subset C of size c, the resilience is
computed as the fraction of the remaining users that can
access at least one control channel. Similarly, the average
delay , false alarm rate, and miss rate are computed using the
GUIDE algorithm based on the assigned keys, jammed control
channels, and compromised users. Each data point in our
simulation reflects an average over 100 simulated network and
random key assignment instances. The solid and dashed lines

Resilience to Contral Channel Jamming for U=250, 8, = 0.90
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in each plot represent the analytical results derived in and the
symbol-marked points represent the results of the simulation
study. As can be seen from Fig. 5, the analytical results for the
resilience and the average delay coincide. While the analytical
and simulation results for the false alarm rate and the miss rate
disagree at individual values of c, the analytical results
provide a reasonable approximation of the error behavior that
can be expected.

Trade-Offs in Key Assignment Parameters:

We next identify and discuss design trade-offs in key
assignment parameters by investigating the impact of
individual parameters using the proposed evaluation metrics.
We compare resource trade-offs with respect to the required
key storage mi for users in U and qi for base stations in B.We
note that since each key corresponds to a unique control
channel, the communication overhead for base stations is
proportional to the base station key storage.

Delay Due to Control Channel Jamming for U=250,6 = 0.90
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Fig. 5. Variations in the (a) resiience r(c), (b) expected delay dic), (c) false alarm rate F(c), and (d) miss rate M(c) are ilustrated for a
network of [ = 250 users with varying parameter values of p, m;, and ¢ and a jamming parameter of 6 = (0.0 using GUIDE-B. Solid and

dashed lines represent analytical results derived in Sections 4 and 5, and symbol-marked points represent the simulated results averaged

over 100 simulated network instances.
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1V. CONCLUSION

In this paper, we addressed the mitigation of control
channel jamming by malicious colluding insiders and
compromised system users as well as the identification of
compromised users without prior knowledge of the number of
compromised users in the system. We mapped the problem of
control channel access that is robust to jamming by
compromised users to the problem of secure key establishment
under node capture attacks. Based on the mapping, we
proposed a framework for control channel access schemes
using random key assignment. We proposed and evaluated
metrics for resilience and delay which quantify the availability
of control messages under control channel jamming attacks,
and demonstrated that the use of random key assignment
provides graceful degradation in availability as the number of
compromised users increases. We formulated the
identification of compromised users in the system as a
maximum likelihood estimation problem and proposed the
GUIDE algorithms using greedy heuristics for jammer
identification.
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