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Abstract- Bigdata is a term used to describe massive
amounts of structured and unstructured, yet digital, data sets
many of which are too large or complex for traditional dbms
applications[5]. With the integration of technologies like Big
Data analytics, cloud computing, governance, risk, and
compliance (GRC) and Enterprise Risk Management (ERM)
applications, and parallel-processing platforms, in the near
future, risk managers will be able to gain even greater
advantages from capturing, extracting, transforming, and
using legacy databases to perform risk assessments, stress
tests, and risk scenario analysis[6]. Bigdata For Enterprise
Risk Management(BFERM) provides standards that operates
in an organization in which the governing board and
executives formally accept responsibility for managing
enterprise risks, and agree to adhere to generally accepted
risk management standards.
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1. INTRODUCTION

Executives of organization recognize Enterprise Risk
Management (ERM) as a much-needed core competency that
helps organizations deliver and increase profit value over time.
ERM is viewed as an essential tool for helping management
for creation, sustainment, and delivery of values. An ERM
program can be effectively used for processes, and
technologies the program uses[3]. As executives focus on risk
management as an emerging core competency, many also see
the need for better data and information, so that the
organizations can take action on an ever-evolving inventory of
risks. One challenge risk managers face, however, is risk data
scattered across the organization and not shared across
business unit silos. Equally challenging is that many risk
management functions lack the tools they need to capture and
use risk information more effectively. So, to be truly effective,
risk management teams must facilitate and encourage the
capture, analysis, and delivery of current and forward-looking
(predictive or directive) risk information. Predictive risk
information can give management a leg-up in making better
informed decisions and help them take actions that produce
more reliable outcomes[10]. Leading organizations realize risk
management is fundamental to good organizational
governance because managing risks effectively requires
management to connect and align the organization’s assets,
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people, activities, and goals, and it does that by focusing
attention on the achievability of the organization’s important
objectives. Yet, many ERM programs also fall short when it
comes to having skilled “risk aware” resources, analytical
processes, and tools. Many risk programs can also do a better
job identifying, collecting, and analyzing risk data and
preparing to respond to risk scenarios, as evidenced in root
cause analyses done after the occurrence of an unexpected loss
event. But, the good news is that evolutions in computing and
risk technology, and related developments in new technologies
that exploit Big Data, analytics, mobile applications, cloud
computing, enterprise resource planning (ERP), and
governance, risk, and compliance (GRC)
systems[20].important for risk management. These technical
advancements offer risk managers and those in management
or outside the organization engaged in improving existing risk
management programs with better abilities for enhancing risk
management effectiveness[15].

This report was written for risk professionals and
CPAs engaged in operating, managing, and evaluating the
effectiveness of risk management functions and their
investments in risk information technology (IT). This report
contains general information on current trends in technology
tools (those becoming more visible to risk managers) and
covers simple and more sophisticated risk applications and
explains how they can be useful in enhancing the maturity of
risk management overall[16].

1.1 The Evolving Use of IT

Almost all organizations these days would say they
are critically dependent on IT as the enabler of their continued
success. This is especially true if one considers the potential
impacts from a data breach or network outage, as
demonstrated recently in the Sony attack and data theft. As IT
and related technologies continue to evolve, organizations see
more uses for leveraging technology to do the following[1]:

e More accurately and securely connect, communicate, and
process business transactions with customers, suppliers,
and other stakeholders

e Support human resources management and
attraction and sustainment
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e Handle detailed logistics activities across globally-
integrated business operations or supply-chain processes

e Support execution of business strategies and objectives
and assign the accountability for execution and
achievement of these strategies and objectives with key
managers.

One interesting recent development in the evolution
of IT is the introduction of viable cognitive computing
applications, which represent a giant leap in computing
capabilities from traditional, highly programmed applications.
This evolution is the next step in computing that originally
began with large computational machines that calculated
complex mathematical problems, which then evolved into
programmable computers that executed millions of pre-
defined commands to solve more complex problems[5]. The
theoretical next step in the evolution of computing has been
described as “artificial intelligence,” in which computers are
able to ingest and organize massive amounts of facts and data
points and be programmed to apply natural language
programming and complex algorithms to self-learn, apply
logical thinking, and apply knowledge to problem solving.
One interesting development in this regard was the
introduction of the IBM Watson computer on the U.S.
television show Jeopardy. As a test to see whether a computer
could ingest massive amounts of data, and after some time in
preparation, the Watson computer beat the top two all-time
Jeopardy champions, proving that this next evolution of
natural language computing applied to massively large, big
data repositories can have very practical applications to real
world problems[3]. Although this paper is not about this
emerging shift in computing technology, the application of
this game-changing technology to risk management will also
fundamentally transform the risk technology used in the
future.

1. ERM

Generally accepted risk management principles and
standards articulate that an effective risk management program
is one that operates in an organization in which the governing
board and executives formally accept responsibility for
managing enterprise risks, and in doing so, agree to adhere to
generally accepted risk management standards. Standards such
as the Committee of Sponsoring Organizations’ (COSO)
ERM(Enterprise Risk Manamgement) Framework (COSO
ERM) and the International Standards Organization’s
ISO31000 are considered acceptable ERM frameworks and
recognize the connection between good governance and
effective risk management[5]. These standards also prescribe
that to be effective, an ERM program should integrate “risk
informed” or “risk aware” decision making into an entity’s
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formal governance structures and processes. So, an effective
risk program should provide management with an enhanced
ability to continually capture, evaluate, analyze, and respond
to risks arising from changing internal operations, external
markets, or regulations[9]. Not managing these changes
effectively can produce financial losses, negative publicity,
and affect the achievement of the organization’s objectives or
mission. Therefore, effective risk programs consider, evaluate,
and provide input to an organization’s planning and
performance measuring and support the evaluation of
potentially negative events and their impacts from changes to
an organization’s established risk appetite and tolerance-
setting processes. ERM framework standards, such as COSO
ERM, also note that information and communication are
essential framework components, but more importantly,
feedback tools[12]. Risk information is key to delivering an
effective ERM program, and information about emerging, yet
critical, new risk events and causal factors are key to effective
risk management processes. These days, many ERM programs
maintain an inventory or listing of the organization’s critical
enterprise-wide risks. Moreover, from a technological
perspective, these risk inventories can be fairly well managed
with spreadsheets, tables, or, in more sophisticated situations,
using commercially available “off the shelf” ERM or GRC
software. Risk managers in many organizations use these tools
to capture, categorize, organize, evaluate, track, and prioritize
the organization’s inventory of risks[17]. Many of these
systems come pre-configured and can be further configured to
apply risk prioritization schemas to risk inventories. Because
risk prioritization helps management focus attention on the
most critical risks, then a risk inventory generally captures
data about the following:

2.1 The types and categories of risk

e The types and various categories of risk like human
resources, financial, market, operational, counter-party,
regulatory and others.

e The probability of occurrence for a specific risk loss
event.

e The potential impact and severity of the most probable
risk events, including the potential for loss of life or asset
values and the potential costs required to recover from a
loss event or loss scenario

e The strength of the organization’s risk management
process and related risk mitigation and control activities
(that is, the ability and readiness of the organization to
react and respond to risk loss events and optimize
potential recovery costs)

e The names of the individuals responsible and accountable
for monitoring and managing each critical risk
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111. TRADITIONAL RISK MANAGEMENT SYSTEM
ARCHITECTURE

A traditional risk system management architecture
includes the big repository. Daily sensitivity and scenario data
based on which the portfolio is re-priced to reflect the impact
of various risk factors. Static Data that includes trade details,
business organization and other hierarchical information
Reference Data that includes historical prices, risk parameters,
etc. Calculation Results Repository that stores the history of
risk analysis related information Traditional risk systems use
large extract-transform-load (ETL) sub-systems for loading
data into these data warehouses and employ a battery of data
processing rules to clean, standardize, validate and approve
the required data[7]. Such an environment includes numerous
automatic and manually triggered workflows to move
information from one stage to the next. Large distributed
clusters employ modular applications to determine various risk
measures and other report processing infrastructure. These
applications may employ load balancing for report processing
and grid compute infrastructure for some calculations
involving large amounts of simulation. These applications are
built in-house, and developed and enhanced by applying
additional business processing logic over a period of time.
GUI applications and other end user compute infrastructure
help in maintaining, querying and consuming data[3].

Figure 1 depicts a typical application infrastructure layout for
risk management.
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Figurel: Traditional Risk Management System.
The context that establishes the risk for the particular
area is studied first. The risk assessment is made by

identification of the risk ,risk analysis and then the evaluation
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of risk is made. After the risk evaluation risk treatment is done
by identifying various methods to resolve the risks.

1V. BIG DATA ANALYTICS IN RISK MANAGEMENT

Big data analytics in Risk Management includes the
following[7]:
¢ Risk Assessment and Measurement
Risk modelling
Scenario analysis
Development of risk policies
stress testing.
e FrontOffice and Risk Operations
Front Office decision support
Collateral management
Capital allocation and liquidity management
Risk based pricing.
e Risk Control and Monitoring
Fraud detection and prevention
Counterparty risks
Positions limits monitoring
monitoring g risk parameters.
e Risk reporting and Governance
Dashboards and reports
Response to data requests
Regulatory reporting
Model validation
: |
1 Recognize | | 9 \gentity | ———
Upside Rrigk 3, Align Risk
ofRisk || Owners || Accountability
4, Create a
[ Central Risk
— 5, Create Function
T.Employa | [ nove || aERM |
Slandard the Knowledge
Risk Board || Warehouse
Evaludtion — .
Process

Figure2: Risk Management Using Bigdata

Figure2 provides the architecture of Risk
management system using bigdata. The system first recognises
the main cause for t he risk and then identifies the source
which has caused the risk .Then maintains the accountability
of risk causing sources. Creation of centralized risk
management system is done[10].A ERM Knowledge
Warehouse is created and risk handling centralized board is
been maintained.The system employs standard risk evaluation
process, which effectively manages the risks.
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V. CONCLUSION

Risk management using Bigdata is proved to be more
efficient than the traditional approach of risk
management.Risk management using bigdata creates an ERM
Knowledge database which effectively manages the risks in
the organization which includes huge amount of resourses.The
proposed system easily recognises all categories of risks and
manages them in a efficient manner.
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