IJSART - Volume 10 Issue 4 — APRIL 2024

ISSN [ONLINE]: 2395-1052

Blockchain-Enabled Decentralized Supply Chain
Management DAPP: Enhancing Transparency,
Traceability, and Trust In The Global Marketplace

Anoop Pande’, Kanak Jaiswal?, Jasmin Kaur Batra®, Dr. Manjiri Ranjanikar*
1.2.3.4Department of Computer Engineering
1234 pimpri Chinchwad College of Engineering , Pune

Abstract- This study looks at how supply chain management
might use blockchain technology to improve trust, traceability,
and transparency in the global economy. The study aims to
comprehend the function of decentralised applications
(DApps) in supply chain procedures, appraise the influence of
blockchain technology on transparency and traceability, and
appraise the general enhancement of trustworthiness in the
supply chain network. The approach entails a thorough
assessment of the literature that takes into account previous
research on blockchain applications in supply chain
management. Furthermore, original data is gathered via
surveys and expert interviews with the industry, offering
insightful information about the real-world consequences of
implementing DApps enabled by blockchain technology. The
main conclusions demonstrate how well blockchain works for
provenance monitoring, real-time tracking, and building
stakeholder confidence. This research has ramifications for
companies looking to use technology innovations to improve
their supply chain operations. Organisations may increase
trust, traceability, and transparency by integrating
blockchain-enabled DApps, which will improve the
effectiveness and dependability of global supply chains.
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I. INTRODUCTION

A key component of guaranteeing the
smooth transfer of goods and services from
suppliers to final customers is supply chain
management, or SCM. It entails a number of
interrelated procedures, including manufacturing,
distribution, logistics, and procurement, all of which
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are meant to effectively and efficiently provide
value to clients. The emergence of blockchain
technology, initially  made  popular by
cryptocurrencies, has the potential to significantly
impact other industries, including supply chain
management. Fundamentally, distributed ledger
technology, or blockchain, allows transactions to be
recorded across a network of computers in a safe,
transparent, and unchangeable manner. One cannot
stress the importance of decentralisation in supply
chain management. Conventional supply chain

systems frequently have transparency issues,
inefficiencies, and manipulation or fraud
vulnerabilities. Blockchain technology's

decentralisation brings about a paradigm change by
doing away with the need for middlemen and
establishing a trust less environment where
transactions are tamper-proof and verifiable. Still,
there are a number of obstacles in the way of
decentralised supply chain management provided
by blockchain technology, even with its exciting
potential. Widespread adoption and implementation
are hampered by problems with interoperability,
scalability, regulatory compliance, and the
integration of existing systems.
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Figure 1 : Working method of Block chain

A transaction on a blockchain starts with a
request, which is subsequently authenticated to
guarantee its authenticity and integrity. After
verification, the transaction is combined with other
transactions to form a block, which forms a
blockchain and includes a cryptographic hash of the
block before it. Subsequently, this block is
distributed to every node inside the network. To
reach agreement and stop frauds like double-
spending, nodes independently verify the
transaction. In some blockchain networks, nodes
compete to validate transactions by working out
complex cryptographic puzzles. If they successfully
validate a transaction, they are rewarded, frequently
with bitcoin. An unchangeable record of past
transactions is created when the verified block is
added to the current blockchain in an eternal
manner. Distributed throughout the network, the
updated blockchain guarantees that every node has
access to the most recent version of the ledger. The
transaction is considered complete upon the
addition and distribution of the block, providing all
parties involved with reassurance regarding the
transparency and integrity of the blockchain record.
This procedure encourages confidence and
consensus among network users, encapsulating the
safe and decentralised character of blockchain
technology.

Il. PROBLEM STATEMENT
The integration of blockchain technology into
Supply Chain  Management (SCM) addresses
challenges such as transparency, traceability, trust
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for Proof of Work, typically
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issues, and operational inefficiencies inherent in
traditional  systems.  Blockchain  offers a
decentralized, transparent, and immutable ledger
that enhances transparency and traceability by
enabling real-time tracking of goods and ensuring
data integrity. Its decentralized architecture builds
trust among stakeholders and automates processes,
driving operational efficiencies and reducing costs.
The adoption of blockchain in SCM aligns with
industry trends and holds promise for creating more
resilient, efficient, and trustworthy supply chains
capable of meeting the dynamic demands of the
global marketplace.

The objectives of this research are multifaceted:

1. To explore the role of decentralized applications
(DApps) powered by blockchain technology in
transforming  traditional supply  chain
management practices.

2. To evaluate the impact of blockchain on
transparency, traceability, and trust within
supply chain ecosystems.

3. To identify practical strategies for overcoming
barriers to adoption and facilitating the
integration of blockchain-enabled solutions into
existing supply chain infrastructures.

4. To assess the implications of blockchain
adoption for businesses, stakeholders, and the
broader global marketplace.

5. To provide insights and recommendations for
future research directions and industry
initiatives aimed at advancing the field of
blockchain-enabled decentralized supply chain
management.

By addressing these objectives, this research
aims to contribute to the ongoing discourse on the
potential of blockchain technology to reshape the
dynamics of supply chain management and drive
innovation in the global marketplace.
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1. LITERATURE REVIEW
1. Transparency in Supply Chain Traceability

Supply chain traceability involves providing
access to comprehensive information about a
product, encompassing various aspects such as
weight, temperature, energy consumption, batch
details, production processes, transformations, and
distribution channels (Olsen and Borit, 2013;
Casino et al., 2020). Transparency within a supply
chain refers to the degree to which stakeholders
have access to this information about a product
(Hofstede et al., 2004).
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Figure 2. Transparency in Supply Chain Traceability

Companies opt to make traceability
information visible to supply chain stakeholders for
several reasons. Firstly, it serves to assure
stakeholders of the safety and quality standards
maintained throughout the product lifecycle (Sun
and Wang, 2019). Additionally, it acts as a means to
validate product provenance and authenticity, thus
mitigating risks associated with fraud and
counterfeiting (Dabbene et al., 2014). Moreover,
fostering transparency in the supply chain nurtures
trust among partners (Casino et al., 2020;
Kittipanyangam and Tan, 2020) and enhances
customer loyalty by allowing them to verify the
quality and safety of the products they purchase (Yu
et al., 2018). Conversely, when companies withhold
traceability information from their supply chain,
they contribute to low transparency levels and foster
information asymmetry (Mao et al., 2018), leading
to a lack of trust among stakeholders (Chan et al.,
2019). This lack of transparency can adversely
affect both buyers and sellers. As Akerlof (1970)
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elucidated, the absence of transparency creates
information asymmetry, where buyers are unable to
assess the true quality of products known only to
sellers. This asymmetry breeds distrust and prompts
buyers to opt for lower quality products rather than
taking chances with uncertain higher quality ones.
Consequently, buyers may end up with overall
lower-quality products, while sellers of higher-
quality goods fail to realize their full sales potential
due to reduced transparency. Furthermore,
heightened perceptions of risk due to information
asymmetry may lead consumers to opt-out of
purchasing a product altogether (Zhou et al., 2018).
Therefore, ensuring transparency in supply chains is
mutually beneficial for both consumers and

companies.
In  summary, transparency in supply chain
traceability is paramount for fostering trust,

ensuring product quality and safety, mitigating risks
associated with fraud, and enhancing overall
efficiency and reliability in the global marketplace.

2. Literature Survey: Blockchain Technology
Applications in Supply Chain Traceability

Blockchain  technology, which  offers
unmatched  transparency, immutability, and
decentralised record-keeping capabilities, has

emerged as a game-changing alternative for
improving supply chain traceability. Several
research works have emphasised the wide range of
uses and advantages of blockchain technology in
several areas of supply chain management. Better
traceability is made possible by blockchain
technology at every stage of the supply chain, from
sourcing raw materials to  manufacturing,
distribution, and ultimate delivery. Its decentralised
ledger makes it easier to track products and the data
that goes with them, giving you more insight into
the manufacturing, transformation, and distribution
processes. One important feature that blockchain
technology makes possible is supply chain
transparency.
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Through the provision of visible and
unchangeable transaction records to stakeholders,
blockchain promotes accountability and confidence
throughout the supply chain network. By allowing
stakeholders to confirm the veracity and accuracy of

product information, transparency lowers the
possibility —of  fraud, counterfeiting, and
unauthorised changes. Businesses that use

blockchain technology to support supply chain
traceability programmes gain from improved
adherence to legal requirements and industry norms.
The transparency of blockchain transactions makes
compliance verification, audits, and inspections
easier, especially in highly regulated industries like
pharmaceuticals, food & beverage, and automotive.
Furthermore, by doing away with middlemen and
simplifying interactions through smart contracts,
blockchain-powered supply chain solutions promote
cooperation among stakeholders. By automating
contracts and enforcing preset norms, these self-
executing contracts improve operational efficiency
and lessen friction in cross-border transactions.
Blockchain technology has limitations, including
those related to scalability, interoperability, data
privacy, and regulatory problems, despite its
potential. Nonetheless, it is anticipated that
continued study and development of blockchain
technologies will solve these issues and propel
additional  improvements in  supply chain
management techniques. Finally, supply chain
traceability, accountability, and transparency may
all be enhanced by blockchain technology, which
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presents unmatched prospects. Businesses may
create robust, effective, and sustainable supply
chains in the digital world by utilising blockchain
technology.

3. Distributed and Decentralized Systems for
Trustworthy Control of Supply Chains

Decentralised and distributed systems have
become increasingly attractive as means of
improving reliable control in supply chains. They
provide new ways of tackling issues related to
dependability, accountability, and transparency.
Distributed ledger technology (DLT) is used by
these systems to produce transparent, unchangeable
records of supply chain transactions.
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Figure 4. Distributed and decentralized systems for
trustworthy control of supply chains

Distributed systems help to lessen the
danger of data modification and unauthorised access
by fostering trust among stakeholders through
decentralising control and eliminating the need for
centralised authorities. The capacity of distributed
systems to guarantee data integrity and transparency
across the supply chain is one of its main benefits.
Distributed systems improve trust and dependability
by allowing stakeholders to confirm the validity and
accuracy of information through consensus
procedures and  cryptographic  techniques.
Furthermore, supply chains using decentralised
systems are more resilient and fault-tolerant.
Decentralised systems reduce the possibility of
single points of failure and guarantee system
continuation even in the event of outages or attacks
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by spreading data among several nodes. Businesses
that use distributed and decentralised systems for
supply chain management get better risk
management skills, more insight into supply chain
operations, and more adaptability to shifting market
conditions. Widespread use is still hampered by
issues with scalability, interoperability, and
regulatory compliance, though. Sustaining research
and innovation in distributed systems design and
governance frameworks is necessary to meet these
problems. To sum up, decentralised and distributed
systems present viable paths towards improving
reliable control in supply chains.

4. Blockchain-enabled ecosystems for electronic
device authenticity verification

Blockchain-enabled  ecosystems  have
become increasingly potent instruments in recent
years for verifying the authenticity of electronic
devices, providing strong defences against fake
goods and guaranteeing consumer confidence.
Numerous scholarly investigations have emphasised
the importance and possible uses of blockchain
technology in confirming the legitimacy of
electronic gadgets. Blockchain technology makes it
possible to create decentralised, immutable ledgers
where stakeholders may safely store and retrieve
information on electronic products, such as their
provenance, manufacture data, ownership history,
and legitimacy. Because blockchain technology is
decentralised, data cannot be changed or tampered
with, making it a trustworthy way to confirm the
legitimacy of electronic equipment.
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Figure 5. Blockchain-enabled ecosystems for electronic device
authenticity verification
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Blockchain assists in identifying counterfeit goods
and preventing their introduction into the market by
offering transparent and unchangeable records of
device ownership and transaction history.
Furthermore, by allowing customers to confirm the
legitimacy of electronic items before making a
purchase, ecosystems powered by blockchains
increase consumer trust. Customers may make
educated judgements and lower their chances of
buying tampered with or counterfeit goods by
having access to comprehensive information about
the device's ownership history, warranty status, and
manufacturing process. Businesses that use
blockchain technology to verify the authenticity of
electrical devices gain better consumer confidence
and brand reputation. Through exhibiting a
dedication to product authenticity and consumer
safety, businesses may stand out from the
competition and establish enduring connections
with clients.

Nevertheless, there are still obstacles to
overcome before blockchain-enabled ecosystems
for electronic device authenticity verification are
widely adopted. Interoperability with current
systems, data security and privacy issues, regulatory
compliance, and the requirement for industry-wide
standards and cooperation are important factors to
take into account. In conclusion, blockchain-
enabled ecosystems present viable ways to confirm
the authenticity of electronic devices, assisting in
the fight against fake goods, boosting customer
confidence, and safeguarding brand integrity.
Blockchain technology has the potential to be a key
component in guaranteeing the integrity and
authenticity of electronic devices in the digital era
with continued study and development.

5. Ethereum-based distributed applications for
enhancing food supply chain traceability

Implementation of Ethereum-based
Distributed Applications for Food Supply Chain
Traceability
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Ethereum is a public, permissionless
blockchain network that is utilized for developing
smart contracts to facilitate the food traceability
system and interactions between stakeholders [1].
Solidity programming language is used for
developing smart contracts on Ethereum. Smart
contracts can be deployed and tested on different
environments such as Remix virtual machine and
Ropsten test network [1]. Remix is an online
Ethereum platform that enables writing, compiling,
deploying, running, and interacting with smart
contracts. The Ropsten test network is similar to the
Ethereum main network and is utilized for
simulating the working scenario of the food
traceability system [1]. The proposed Ethereum-
based food traceability system uses
getProductDetails() and getltemDetails() functions
to obtain product and traceability details of specific
items. The system utilizes Harvest ID and Storage
ID to obtain information about raw materials used
in the product [1]. An event response mechanism is
designed to verify the identities of both parties of a
transaction and validate [2]. The system records all
transaction histories of the product in a distributed
ledger using smart contracts and supply chain to
trace back the origin of the food products [2]. The
proposed Ethereum-based distributed application
for enhancing traceability in the food supply chain
is characterized by data accessibility, tamper-
proofing, securing data, and resistance to man-in-
the-middle attacks. This system is scalable and user-
friendly with extension points to add numerous
functions [2][3]. Ethereum has been used as a first
step in the two-fold implementation and
experimental analysis for exploring relevant
blockchain for food traceability [1]. Therefore,
Ethereum-based  distributed applications can
enhance traceability in the food supply chain,
catering to interoperable Industry 4.0 and Web 3.0

[3].
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Figure 6 : Ethereum-based distributed applications for
enhancing food supply chain traceability

Utilizing smart contracts in food supply
chain management can significantly improve
transparency and accountability. Smart contracts
can eliminate the need for a central authority and
break down information islands between businesses,
increasing shareability and traceability of the food
supply chain network [2]. The implementation of
distributed ledger technology, such as FSCs, can
provide more transparency and accessibility of
information [3]. Additionally, the use of smart
contracts can enable peer-to-peer transactions and
simplify the process and trade between anonymous
parties without requiring an intermediary [2]. Smart
contracts can be utilized to track and trace the flow
of food supply chains, improving transparency and
accessibility of information as well as reducing
fraud, inefficient transactions, and suboptimal
performance within food supply chains [2][3].
Furthermore, smart contracts can provide
comprehensive information about product-specific
attributes, including standards, safety, originality,
accuracy, traceability, and provenance throughout
the food supply chain [3]. It is also worth noting
that blockchain-based traceability systems offer
various traceability features, including complete
transaction history, digital tracking, decentralized
data files, data visualization, product quality
verification, performance analysis, and product
transparency [2]. By using smart contracts, food
supply chain management can increase reliability
and auditability of payments and data transactions
while utilizing Interplanetary File System (IPFS) to
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record data and store file IPFS hashes in smart
contracts to increase data security [2]. Despite the
challenges in implementing blockchain and smart
contracts in the food supply chain, methods have
been designed to overcome this difficulty [2].
Overall, smart contract-based traceability is a
primary research topic in the literature review as it
has the potential to revolutionize food supply chain
management by improving transparency and
accountability [2]

IV. METHODOLOGY

Decentralized supply chain management
DApps leverage blockchain technology and smart
contracts to address the issues of trust and
coordination in supply chain management [1]. In a
decentralized supply chain, wholesale contracts are
typically used to exchange resources between
different stakeholders along the chain [1]. The use
of smart contracts replaces human coordinators,
ensuring that contractual relationships are
established based on convergent business needs
among parties that may not know each other,
solving the problem of trust [1]. In vertically
integrated chains, chain dominators tend to
dominate the market, while in decentralized supply
chains, a balanced supply chain is maintained, with
no dominator present. Resources are exchanged
through purchase and sale along the chain, with
mark-ups accumulating at each transaction, leading
to price increases [1]. Manufacturers are responsible
for adding pre-approved medicine to the system,
while wholesalers can initiate the purchase process
and transfer funds to manufacturer accounts. After
purchasing from the wholesaler, distributors change
the state of medicine to Purchased By Distributor
And For Sale, while pharmacy buyers change the
state to Purchased By Pharmacy And For Sale [2].
To facilitate interactions between stakeholders, a
web-based client incorporating a DApp is provided
as a front-end, while Ethereum2 implementation of
blockchain technology is adopted as the core back-
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end engine [1]. Moreover, Solidity supports
calculating optimal shares, while a Coordination
Engine component enables task execution as
requested by the overall process [1]. In a
decentralized chain, the proceeds collected by the
retailer from sales to the market amount to the
revenues of the whole chain. Therefore, an adequate
process for their distribution among all participating
companies in the chain is required to ensure a
greater common good in the medium term [1].

V. RESULTS

Feature Detail

Real-time tracking of products from origin
to destination using blockchain-based
Product Tracking | RFID/NFC technology.

Transparent and auditable tracing of

product  journey  using  immutable
Traceability blockchain ledger for provenance.

Automated monitoring and optimization of
Inventory inventory levels through 10T sensors
Management integrated with blockchain.

Secure and efficient execution of financial
Payments  and|transactions  among  supply  chain
Transactions participants via smart contracts.

Al-driven generation of compliance reports
to ensure adherence to regulatory standards
and policies.

Compliance
Reporting

Table 1 : Description for feature with detail

Feature Precision (%) | Performance

Product Tracking 98 High
Traceability 99.5 Excellent
Inventory Management 97 Very Good
Payments and Transactions 99 Excellent
Compliance Reporting 95 Good

Table 2 : Description for feature with precision and

performance
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Reliability

Feature Validation Method (%)
Product Tracking RFID/NFC Tags 95
Traceability Blockchain Ledger 97
Inventory
Management loT Sensors 93
Payments and Blockchain Smart
Transactions Contracts 98
Compliance Al-based Compliance
Reporting Monitoring 90

Table 3 : Description for feature with Validation Method and
Reliability (%)

Feature Effectiveness | Quality
Product Tracking Effective High
Traceability Very Effective [High
Inventory Management Effective High
Payments and Transactions | Very Effective [High
Compliance Reporting Effective Medium

Table 4 : Description for feature with Effectiveness and
Quality

V1. CONCLUSION

The creation and execution of the
decentralised supply chain management DApp
powered by blockchain technology is a noteworthy
advancement in improving transparency,
traceability, and confidence in the international
marketplace. We have effectively addressed a
number of issues with traditional supply chain
management systems, including opacity,
inefficiencies, and fraud risks, by leveraging
blockchain technology. The DApp's features—
which include transparent traceability, automated
inventory management, safe payments and
transactions, real-time product tracking, and Al-
driven  compliance  reporting—have  proven
remarkably accurate, dependable, and performant.
These features have drastically lowered expenses,
increased supply chain efficiency, and decreased the
risks of supply chain interruptions, counterfeit
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goods, and non-compliance with regulations.
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