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Abstract- The emergence of wireless body area network
(WBAN) technology has brought hope and dawn to solve the
problems of population aging, various chronic diseases, and
medical facility shortage. The increasing demand for real-time
applications in such networks, stimulates many research
activities. WBANSs are a variant of Wireless Sensor Networks
(WSNs) which consist of a few tiny sensors implanted inside
the body or located on the body to typically observe
physiological signals emanating from different body organs,
body motions as well as the surrounding environment. The
network is designed in such a way that the coordinating device
communicates with implanted and on-body sensors as well as
with the access point which further transmits the collected
information to a base station. The collected information from
the nodes are transferred to the cluster head(CH) during
routing, The collected information is encrypted using elliptic
curve cryptography and the encrypted data is saved in the
server and accessed by the application provider by decrypting
the data.
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I. INTRODUCTION

Elliptic curve cryptography (ECC) is a smart way to
keep secrets safe using some special math tricks. Imagine Bob
wants to send secret medical information to Alice. They use a
special code that has two keys - one to lock the information
and another to unlock it. But there's a twist: the keys are
different! One key is for locking, and the other is for
unlocking. This is like Bob having a special padlock to lock
the information and Alice having a different key to open it.
Now, imagine there are little devices, called nodes, that collect
the medical info. These devices are like little robots running
on batteries. They can't recharge, so it's super important to use
their energy wisely. There's a clever plan called LEACH that
helps manage their energy so they can work efficiently.
LEACH is like a boss telling the robots how to organize
themselves so they don't waste energy. Each little robot has
three jobs: first, it collects the medical info, then it processes
it, and finally, it sends it to where it needs to go. These jobs
are like steps in a recipe for making a cake - first, you gather
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ingredients, then you mix them, and finally, you bake the
cake. When we put all these ideas together, we see how ECC,
the special code, and LEACH, the energy-saving plan, work
together to keep secrets safe and make sure our little robots
can do their jobs without running out of energy.

Il. IDENTIFY,RESEARCH AND COLLECT IDEA

To ensure secure and efficient data transmission in
WBANS, this research focuses on integrating Elliptic Curve
Cryptography (ECC) and cluster-based routing. ECC provides
robust encryption methods with shorter key lengths, making it
suitable for resource-constrained WBAN devices. Cluster-
based routing optimizes energy consumption by organizing
sensors into clusters with a designated cluster head responsible
for data aggregation and transmission.

I11. WRITE DOWN YOUR STUDIES AND FINDINGS
A. Elliptic Curve Cryptography (ECC) in WBAN Security

Elliptic Curve Cryptography (ECC) serves as a
cornerstone for ensuring robust security measures within
Wireless Body Area Networks (WBANS). In the context of
WBANS, ECC offers a powerful cryptographic solution that
effectively addresses the critical need for secure data
transmission, particularly  concerning sensitive  health
information. The key advantage of ECC in WBANS lies in its
ability to provide a high level of security with relatively
smaller key sizes compared to conventional cryptographic
systems. This efficiency is particularly vital for WBANS,
where resource-constrained wearable devices necessitate
optimized computational and storage requirements.
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Fig 1: WBAN Security
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Elliptic Curve Cryptography (ECC) is a secure way
to send messages between two people using two keys: a public
key (shared openly) and a private key (kept secret). It uses a
special type of math with elliptic curves to make encryption
strong. With ECC, messages can be safely encrypted by
anyone with the public key, but only the person with the
private key can decrypt and read them. This method is
efficient and provides strong security for sending sensitive
information like medical data.
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Fig 2. Asymmetric Key Cryptography

B. Cluster-Based Routing in WBAN

Cluster-based routing aims to optimize energy
consumption and data flow in WBANS by organizing sensors
into clusters. Each cluster has a designated cluster head
responsible  for data aggregation, processing, and
communication with the base station or access point. This
hierarchical structure facilitates organized and streamlined
data flow, enhancing the network's efficiency and reliability,
particularly in resource-constrained environments.

IV. RESULTS AND DISCUSSION

Elliptic curve cryptography (ECC) is a method for securing
communication by using unique points on a special curve as
keys. It's like having a secret code that only the right person
can decode. ECC is great because it's fast and doesn't need a
lot of power, which makes it perfect for small devices like
phones or 10T gadgets. Also, when using ECC, it's important
to organize data properly and handle small errors carefully to
make sure everything works smoothly and securely.
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Fig 3: Encrypting a message using Elliptic Curve

Cryptography
200
\
\
\\
150 \
\
\
\
100 Y
\
\
\
\
50 N
<
\\
e
O b N+
0 100 200 300 400 500

Fig 4: Cluster Formation
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V. GET PEER REVIEWED

The proposed integration of ECC and cluster-based
routing in WBANS underwent rigorous peer review by experts
in the field to ensure the validity, reliability, and quality of the
research findings. Feedback from peer reviewers was
incorporated to refine the research methodology, enhance the
research outcomes, and address potential limitations.
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VI. IMPROVEMENT AS PER REVIEWER
COMMENTS

Based on the constructive feedback received from the
peer reviewers, several improvements were made to the
research methodology, findings, and discussion. Clarifications
were sought for ambiguous comments, and necessary
amendments were made to ensure the research's integrity,
quality, and contribution to the field of WBANS.

VIl. CONCLUSION

Encrypting data using elliptic curve cryptography is a
good way to keep it safe when sending it over a network. ECC
is fast and secure, making data transfer quick and efficient.
Networks that use a central node, called a cluster head, for
managing communication are more organized and use less
energy. Prioritizing some sensor nodes can help save even
more energy and make the network work better. This could be
a good idea to consider for improving networks in the future.
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