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Abstract- This In today’s world, banking plays an
indispensable role among all people. If the banking is user
friendly then it would benefit all users. So this situation has
forced us to move towards mobile banking system. Emerging
technologies have supported people with mobile devices and
data connections. Mobile banking applications provide an
easy door-step solution for customers. In the current trend of
digital and cashless economy, mobile based app solutions are
comprehensible and omnipresent, expediting a wide range of
banking financial services and non–financial services. UPI is
one of the mobile based applications which facilitates online
transaction. It is simple and reliable application. Besides
positives, there are also some hidden security issues to be
resolved. UPI uses PIN to complete the transaction. The PIN
entry can be noticed by nearby adversaries. Hence, a direct
observation attack based on shoulder surfing becomes a great
concern. To cope up with this issue, we come up with the
solution of providing high level security after acknowledging
that there was a pitfall with the assumption of the previous
methods. In our proposed method, we strongly focus on
security by proposing a novel approach called Covert
Attentional Shoulder Surfing (CASS). In our proposal, we also
implement the RNN Classifiers to analyse the behavior
characteristics of the user to detect or to resist access by
unauthorized people. Our solution or model is also supported
by all platforms. It is designed to be used in all platforms
(platform Independent) like Android, IOS and other mobile
platforms..

I. INTRODUCTION

UPI Seamless Transaction is an innovative digital
payment system . It is a payment system that allows users to
send and receive money instantly and securely using their
smart phones or computers. The system is powered by Unified
Payments Interface (UPI), a real-time payments platform. UPI
Seamless Transaction enables users to transfer funds to any
bank account, pay bills, and make purchases in a few simple
steps. With its simple and secure process, users can instantly
make payments and transactions without the need for a card,
PIN, or any other physical document. This makes it a great
payment solution for both businesses and individuals.
Nowadays, the use of mobile devices by people has increased

tremendously. A considerable number of people use mobile
phones to perform day-to-day tasks .These devices can be
used for many tasks, such as making phone calls, web surfing,
emailing, gaming, and many other tasks. The current research
in this area is focused on the usage of mobile phones to
perform payment securely. However, mobile systems face
several limitations such as low storage and computation
power, due to which they cannot perform heavy encryption
operations. Different attacks are reported on mobile devices
due to lack of security patches such as spoofing, phishing,
malware, and sniffing. In order to effectively design the
Mobile payment System, these attack scenarios must be
considered for safety and security. Information and
communication technology (ICT) is being extensively used all
around the world. The traditional face-to-face interaction
requirement for payment transactions is avoided, and remote
communication is adopted. There is no need for direct contact
between a payer and the payee that changes the business
environment and leads towards using the Internet to do
different transactions. This situation requires electronic money
or digital bits; the system resembles traditional payment but
uses internet infrastructure and digital data for money transfer.
There are many advantages of using e-money, like the client’s
anonymity or the client’s presence is not required during
transactions. At the same time, it also has some disadvantages,
like compromising of confidentiality, integrity, and
availability (CIA).

II. EXISITING WORK

EXISTING SYSTEM :

INTRODUCTION:

Nowadays, security password is the most well-known
way to verify a customer to sign in to Computer Systems.
However, we all know that conventional text-based security
password techniques are susceptible to the shoulder-surfing
strike. Through this document we use the phrase "shoulder-
surfing" in the following sense: A shoulder-surfing strike
includes a customer being shot during his/her sign in.------
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EXISTING METHODS :

1. UPI QR Code: UPI QR code allows customers to scan the
unique QR code and make payments using their UPI app.

2. UPI ID: UPI ID is a virtual payment address which is
linked to your bank account.

3. 3.You can share your UPI ID with the merchant and make
payments

4. UPI Payment Apps: You can also make payments using
UPI enabled apps like Paytm, Google Pay, PhonePe,
etc.UPI is a digital payment system from the National
Payments Corporation of India (NPCI). It allows you to
transfer money from one bank account to another, without
having to enter any sensitive information like debit/credit
card details. It is a secure, convenient, and reliable way to
make payments. It is supported by all major banks in
India and is available through UPI-enabled apps such as
Google Pay,PhonePe, BHIM, Paytm, and more. To make
a UPI payment, you need transaction method.UPI is a
digital payment system from the National Payments
Corporation of India (NPCI). It allows you to transfer
money from one bank account to another,without having
to enter any sensitive information like debit/credit card
details. It is a secure, convenient, and reliable way to
make payments. It is supported by all major banks in
India and is available through UPI-enabled apps such as
Google Pay,PhonePe, BHIM, Paytm, and more. To make
a UPI payment, you need to enter the recipient's UPI ID
and select the bank account you want to send money
from. The recipient will then receive a notification of the
payment, and you will get a confirmation once the
transaction is complete.

Introduction

In the proposed system, the product can be used in
commercial transaction such as an interaction between two or
more parties in which goods, services or something of value is
exchanged for some type of remuneration and personal
transactions (Person-to-person payments (P2P) is an online
technology that allows customers to transfer funds from their
bank account or credit card to another individual's account via
the Internet or a mobile phone). Since our solution supports
platform independency, it would really benefit a large number
of users. This product can be used by all the users who are
provided with the bank account. In this solution, we have
provided various features for the UPI users so as to benefit
them with the seamless transaction. So to assist this, we
provide with the following features.

Proposed System Diagram

Fig 1.1 Proposed System Diagram

PROPOSED SYSTEM ADVANTAGE:

Very big idea of our proposal which we tend to focus
is to prevent Shoulder Surfing (shoulder surfing is a technique
used to obtain information such as personal identification
numbers, passwords and other confidential data by looking
over the user's shoulder) and Unusual Transactions

OVERVIEW:

Behaviour Analyses using RNN classifiers:

The gesture data capturing information reflects the
way users interact with their mobile devices. This data is
stored and analyzed and if any mismatch is found with the
behavioral characteristics, fraudulency is detected and alert
message is automatically sent. Recurrent neural network
(RNN) classifiers are a type of artificial intelligence (AI) that
can be used to analyze user behaviour in a UPI transaction.
RNNs are able to capture the temporal dynamics of user
behaviour and can be used to detect anomalous behaviour. For
example, using an RNN classifier, an AI system can detect
when a user’s behaviour is unusually different from their
normal pattern. This could be useful in detecting fraud or
suspicious behaviour, as it could identify users who are
making unusual UPI transactions. Additionally, RNN
classifiers can be used to detect patterns in user behaviour,
such as when a user is likely to make a UPI transaction or
when they are likely to make a large transaction. This could be
used to help target marketing campaigns or provide
personalized services to users
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Fig 1.2 RNN ALGORITHM DIAGRAM

Covert Attentional Shoulder Surfing (CASS):

When a user enters a PIN, there is a chance of direct
observation attack by the intruder. So, this becomes a great
concern and CASS plays a vital role in preventing the
shoulder surfing attack. Covert attentional shoulder surfing is
a type of cyber security attack that involves an attacker
observing the user’s activity without the user’s knowledge.
The attacker may be able to observe what the user is typing,
what information they are accessing, or any other activities
they are performing on their computer. This type of attack can
be used to gain access to personal or sensitive information,
such as passwords, bank account numbers, or other
confidential data. It is important to be aware of this type of
attack and take measures to protect yourself from it. Common
security measures to protect against covert attentional shoulder
surfing include using strong passwords, using two-factor
authentication, and keeping your computer in a secure
location.

FIG 1.3Covert Attentional Shoulder Surfing (CASS):

PLATFORM INDEPENDENT:

When a product is supported by all the mobile
platforms, then it would facilitate most of the users to easily
connect with the mobile transaction applications from any
platform.

FIG :1.4 PLATFORM INDEPENDENT:

WORKING :

UPI Seamless Transaction is a payment service
which enables customers to make payments directly from their
bank accounts to merchant accounts without having to enter
their banking details every time. The process works in the
following way:

1. The customer chooses the merchant and enters the
amount to be paid.

2. The merchant then sends a request to the customer’s
bank for authorization of the payment.

3. The customer’s bank then authenticates the payment
and sends a confirmation to the merchant.

4. The merchant then sends the confirmation to the
customer’s bank, which will then debit the amount
from the customer’s account and credit it to the
merchant’s account.

5. The customer then receives a notification of the
successful transaction

FIG 1.4 WORKING DIAGRAM
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FUNCTIONAL ANALYSIS :

Functional analysis of UPI is the process of
understanding how the UPI system works in order to identify
potential areas of improvement. The analysis examines the
system’s functional components, including user interface
design, transaction processing, security, customer experience,
and other elements. It looks at how the system works and
where it could be improved or enhanced.The analysis of UPI
is important because it is a key element of the Indian financial
system. It is used by millions of people every day to make
payments and transfer funds. By understanding how the
system works and where it can be improved, it can be used
more effectively and efficiently. Functional analysis of UPI
can be used to identify weaknesses in the system and to
suggest ways to improve the user experience. It can also be
used to identify opportunities for innovation and new features.
Through this process, the system can be improved to make it
more secure and easier to use.

COMPARISON OF SYSTEM FUNCTION:

SECURITY ANALYSIS :

1) Confidentiality: Data exchanged among the participants in
the framework are encrypted using session keys thereby
ensuring confidentiality.

2) Mutual authentication: WPKI is a part of both the device
and MPA, which authenticates the entities using certificates.
Bank personalizes Payment Applications (PA) in the
Customer (C) and Merchant (M), i.e., the Bank shares a
separate symmetric key with Customer (C) and Merchant (M),
thereby ensuring mutual authentication.

3) Integrity: Intruder will not be able to access or modify the
messages. In addition to this, the encrypted message also
contains timestamps and nonce, ensuring timeliness and
uniqueness properties. So, the intruder cannot modify the

messages, thereby ensuring the integrity of the exchanged
messages.

4) Accountability: Figure 4 depicts the steps involved in the
protocol containing all the entities involved; PG (Payment
Gateway) ensures accountability property, collecting evidence
from the Bank. The proposed framework implements WPKI.
Bank updates the MPA of the Customer and PPA of the POS
Over the Air (OTA). PG maintains the Evidence Repository
(ER) and Provenance Repository (PR), ensuring accountability
property. So, the proposed protocol provides accountability.

5) Defence in Depth: Our proposed framework incorporates
protection in-depth at the SE level and payment application
level. WPKI provides application security, and the TLS
protocol provides communication security. If the symmetric
key is compromised, bank updates the symmetric key in the
payment application.

6) Overcomes Heartbleed and ROBOT Vulnerabilities:
Heartbleed, and the recent ROBOT [9], [10]. Our proposed
mobile payment system uses newer versions of TLS
certificates signed by the CA. So our proposed mobile
payment system overcomes these vulnerabilities.

7) Fake Terminal and Mobile Application: An intruder
cannot reverse engineer MPA and PPA as both (MPA and
PPA) overcomes reverse engineering attacks by binary code
obfuscation, flow relocation, stripping debugging information,
and by encrypting strings and resources in the code, in
addition to these Bank enforces Self-Signing Restriction on
MPAs and PPAs and codes of these applications is attested by
the Bank’s private key, so our proposed mobile payment
framework overcomes reverse-engineering attacks.

8) Tampering Configuration: The workflow of the con-
figuration file in MPA will be modified, so this attack will not
be fruitful in our proposed mobile payment system as both
MPA and PPA overcome this attack by flow relocation,
stripping debugging information, and by encrypting strings
and resources in the code, in addition to these Bank enforces
Self-Signing Restriction on MPAs and PPAs and codes of
these applications is attested by the Bank’s private key, so our
proposed mobile payment framework overcomes tampering
con-figuration attack.

9) RAM Scraping: This attack is also known as memory
scraping or memory parsing attack, which retrieves payment
information and symmetric keys from the memory of MPA.
RAM Scraping or Memory Parsing attack will not be
successful from the SE or MPA of either the customer’s
smartphone or the HSM of the POS as SE and HSM are



IJSART - Volume 9 Issue 3 – MARCH 2023                                                                                     ISSN [ONLINE]: 2395-1052

Page | 471 www.ijsart.com

tamper-resistant. At the same time, MPA and PPA adopt
WBC.

ENCRYPTION TECHNOLOGY :

Encryption technology includes Symmetric encryption and
public-key encryption.

1) SYMMETRIC KEY ENCRYPTION (SKE)

SKE system uses a common key to encrypt messages,
which means both sender and receiver will hold a common
key for encryption and decryption. Before transmission of data
between both parties, the common key is shared on the secure
channel between both entities [51]. Exchanging keys between
both entities is important for encryption processes. Short size
and weak keys are easily attacked as opposed to longer keys.
Symmetric encryption is still commonly used in insecure data
communication.

2) PUBLIC-KEY ENCRYPTION (PKE)

PKE system is a type of asymmetric encryption
because the same key is not used to encrypt and decrypt the
messages. In the PKE system, two different keys are used,
called public and private key [51].

3) COMPARISON BETWEEN SKE AND PKE

There are numerous differences between the SKE
system and the PKE system. Table 5 presents the comparison
of the SKE.

AUTHENTICATION:

Authentication included: Digital signature and certificate
authority.

1) DIGITAL SIGNATURE:

Digital signature (DS) is used to verify the origin of
the received text and prove whether the received text is
without any changes or not. To certify the availability of DS,
public keys infrastructure (PKI) is frequently used. It suggests
a complete set of security assurance and follows different
public key encryption standards for different sectors like
online banking, e-banking, e-government, and e-commerce
securities [52].

2) CERTIFICATE AUTHORITY

The Certificate Authority (CA) is a trusted
organization that publishes and manages network security PKI
and credentials for message encryption. As part of the PKI, the
CA will use the registry for verification. Users have the right
to verify the information in the digital certificate provided by
the applicant. Suppose RA (Register Authorities) verifies the
applicant’s data and issues a digital certificate. Users are
responsible for distributing and revoking certificates in a
communication system. Depending on the PKI, upon request,
the certificate may contain the holder’s public key, the
certificate, the name of the certificate holder, and other
information about the holder of the public key [53].

FIREWALL

The firewall can simultaneously protect the system
/local network against network-based threats. The firewall
allows access to the outside world to the local network. In
most scenarios, a firewall is necessary because it is difficult to
equip all devices with different security devices. Typically, the
firewall is inserted between two networks.

SYSTEM REQUIREMENTS:

HARDWARE SPECIFICATION:

Processor - i3 Processor
Speed - 2.0 GHz
RAM capacity - 4 GB
Hard Disk - 500 GB

SOFTWARE SPECIFICATION:

Operating System- Windows '07
Back End - My SQL 5. 0
Front End - PHP MVC Framework
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Cloud Hosting - Gsuite Server (Google Cloud)

III. CONCLUSION

Overall, the seamless UPI transaction is a great way
to make payments quickly and conveniently. It provides a
secure and convenient platform for making transactions, and
the transactions can be completed in a few steps. With UPI,
users can also send and receive money from any part of India
without any additional charges. Additionally, UPI offers an
extra layer of security by providing two-factor authentication,
which helps to protect against fraud and other malicious
activities. With UPI, users can now make payments easily and
securely without having to worry about any type of security
breaches.

This paper discussed various payment schemes and
their usage, technology, and provided security mechanisms.
Most payment methods are account-based payment systems,
and their main focus is on security, privacy, confidentiality,
and authentication. We present an overview and discussed
different components of MPS. We presented a detailed survey
of the existing MPS structure and its limitations; provided
detailed history, development, and deployment of MPS. We
discussed different aspects of MPS, including socioeconomic
conditions, cost efficiency, diffusion of mobile phones,
convenience, new initiatives, heavy restrictions and
regulations, limited collaboration, underdeveloped ecosystem,
and security problems; the key attributes of MPS, and
stakeholder and communication entities roles in MPS form
different aspects. We discussed different security mechanisms
involved in MPS. We also provide an analysis of the
encryption technologies, authentication methods, and firewalls
in MPS. All the papers suggest different techniques to provide
different security aspects. However, the main point is that
keeping in check the CIA triad, each payment should be made
with authentication and encryption because the future of MPS
depends on its security features.
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