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Abstract- Wireless sensor networks are typically installed in 

unprotected and harsh environments where security is a 

significant concern. In such insecure environments, wireless 

sensor networks are open to many physical and logical 

attacks. Wireless sensor network security is very important, as 

these types of networks usually trigger alerts that require 

sudden attention. 

 

There are misdirection attacks which occur due to 

the presence of malicious nodes within the paths. Due to this 

there is an increment of delay within the network. This paper 

focuses on identifying and isolating malicious nodes from the 

network, the selective forwarding attack within the network. 

 

I. INTRODUCTION 

 

 There are different sensor nodes in wireless sensor 

networks that are located in a specific area in different 

applications. Loss of information along with energy 

expenditure occurs when denial of service (DoS) attacks occur 

on the network. There are a finite number of sensor nodes 

deployed in this network that use the LEACH protocol to 

divide the entire network. A fixed cluster size is generated 

here. Depending on the distance and energy, there is a choice 

of cluster heads for each group. The smallest path is chosen 

between the source and destination, which basically depends 

on the reactive routing protocol. There are redirect attacks that 

occur because of the presence of malicious nodes on paths. 

Because of this, there is a delay increase in the network. In 

this work, in order to identify and isolate malicious nodes 

from the network, an selective relaying attack on the network.  

 

II. OBJECTIVES 

 

1. Investigation and analysis of various types of security 

attacks that are possible in a wireless sensor network 

2. Propose an innovative technique for detecting and 

isolating malicious nodes from the network, which is 

responsible for selective redirection attack 

3. The proposed technique will be based on the technique 

based on the detection and isolation thresholds of 

malicious nodes 

4. Implement the proposed and existing techniques and 

graphically compare the results in terms of throughput, 

delay and energy consumption. 

 

III. RESEARCH METHODOLOGY 

 

An active attack that is responsible for dropping data 

and control packets on the network is known as selective 

forwarding. There is a minimization of network performance 

in terms of various parameters when a malicious node is 

present in the network. Parameters such as power 

consumption, bandwidth and delay determine the network's 

performance, which may change according to modifications 

made to the network. This work proposes a technique to 

recognize and remove malicious nodes from the network. A 

technique was proposed based on the traffic analyzer and 

threshold values present in the network. The central controller 

is selected in the network depending on the node trust value. 

Depending on the data packets that are retransmitted on the 

network, the node's trust value is calculated. There is a central 

controller node that registers each node according to the IP 

address, MAC address and current data. The bandwidth 

required for communication related to the base station is 

assigned via the central controller node. Depending on the hop 

count and sequence number, a safe and efficient path is 

generated from the sensor node to the base station. Data is sent 

from the sensor node. In addition, the central node randomly 

checks each node individually. Nodes whose threshold is 

different from the threshold set must be detected and presented 

as a malicious node in the network. In order to remove such 

malicious nodes from the network, the multi-path routing 

method is presented here. 

 

IV. PROPOSED ALGORITHM 

 

PROPOSED ALGORITHM 
 

Input data: sensor nodes 
 

Output: Detection of malicious nodes 
 

1. Deploy a wireless sensor node with a finite number of 

sensor nodes 

2. Select the central node () 

1. For (i = 0; i = n; i ++) 
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2. No.pkts = node (s) 

3. If (node (e.g..pkts (i)> e.g..pkts (i + 1))) 

4. Central node = node (s) 

5. End 

3. Each node registers with a central node with an IP address 

and MAC address 

4. Assign bandwidth () 

5. For (i = 0; i = n; i ++) 

6. Bandwidth node (i + 1) = total bandwidth-bandwidth node 

(i + 1) 

7. End 

8. The central controller node randomly checks the sensor 

nodes 

9. if (node (bandwidth utilization = assigned bandwidth) 

1.if (Node (throughput <threshold throughput) 

2. malware = Node (s) 

3. more 

4. Repeat steps 8 to 9 until the malicious node is detected 

10. End of deadline 

11. End of if 

12. End of if 

 

V. PROPOSED FLOWCHART 

 

 

VI. PROPOSED IMLEMENTATION 

 

 

Fig 4.11: Deployment of Sensor nodes 

 

As shown in Figure 4.11, the network is implemented 

with a finite number of sensor nodes, and the entire network is 

divided into fixed-size clusters using location-based 

clustering. The LEACH protocol technique is used to select 

the cluster head in each cluster 

 

 

Fig 4.12: Delay per hop 

 

As shown in figure 4.12, with the help of base 

station, the best path is chosen that provides connection within 

two cluster heads. There are some malicious nodes present 

within the network that result in causing the misdirection 

attack. The delay per hop is computed for separating the 

malicious node from the network.  
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Fig 4.13: Malicious node isolation 

 

As shown in figure 4.13, amongst the two cluster 

heads, the best path possible is chosen. There are various 

malicious nodes present within the network that trigger 

misdirection attack within the networks. The delay per hop is 

counted from the base station within this figure. The malicious 

node is isolated from the network in this complete scenario.  

 

 
Fig 4.14: Delay graph 

 

As shown in figure 11, in terms of the delay 

parameters, there is a comparison made amongst the LEACH, 

the attack as well as the proposed technique. There is 

maximum delay caused during the presence of attacks. There 

is least delay within the proposed method as there is no attack 

present in that network.  

 

 

Fig 4.15: Energy graph 

 

As shown in figure 12, the comparison of the 

proposed, attack scenario is shown in terms of energy. It is 

been analyzed that energy consumption of the proposed 

scenario is least as compared to attack scenario   

 

 
Fig 4.16: Throughput Graph 

 

As shown in figure 13, a comparison has been made 

for the attack and the proposed method in terms of throughput. 

In comparison to the other methods, the throughput of 

proposed method is the highest.  

 

VII. CONCLUSION 

 

The networks that can sense the environmental 

conditions with the help of sensor nodes present within them 

are known as wireless sensor networks. The sensed 

information is gathered and passed further to the base station. 

The sensor nodes are of very small size. Therefore, the 

lifetime of the sensor nodes is very less and the size of battery 

available within them is very less. The malicious nodes can 

enter within the wireless sensor networks mainly due to the 

self-configuring nature of these networks. There can be 
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various attacks possible within the network due to the 

presence of malicious nodes within the network. Amongst 

these attacks is the selective forwarding attack. The technique 

is proposed in this paper which can identify and separate the 

malicious nodes from the network. On the basis of threshold 

mechanisms the base station analyzed the delay per hop within 

the network. The malicious node is identified on the basis of 

the delay such that the node that contributes maximum delay 

will be recognized as malicious node. This helps in 

minimizing the energy consumption of the network along with 

the increment in throughput and reduction of delay within the 

network.  

 

VIII. FUTURE WORK 

 

It is been analyzed that proposed technique performs 

well for the detection and isolation of misdirection attack in 

wireless sensor networks. The sinkhole is the similar type of 

attack in which malicious node acts like a sink and gather 

whole network data. In future, proposed technique can be 

applied in detecting and isolation of sinkhole in wireless 

sensor network. 
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